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Abstract

State Machine Replication (SMR) is a fundamental approach for building fault-tolerant
distributed systems, ensuring that multiple replicas maintain a consistent state despite
failures. However, achieving both strong consistency and high performance remains
challenging due to the overhead of replica coordination and state synchronization. This
thesis addresses these challenges by proposing novel communication and state man-
agement mechanisms for SMR systems.

We present FlexCast, an overlay-based and genuine atomic multicast protocol that
combines geographical locality with efficient message delivery through a complete
DAG overlay. It reduces latency in geographically distributed deployments and elim-
inates communication overhead. Moreover, we introduce quiescence, our proposed
novel atomic multicast property that complements minimality by ensuring that pro-
cesses cease communication once they are no longer involved in any multicast, thereby
reinforcing both efficiency and genuineness. Additionally, we introduce a reconfigura-
tion mechanism to FlexCast, that dynamically adapts its overlay to workload locality,
maintaining high performance under changing network conditions.

We also address efficient state transfer and verification in replicated systems. We
propose two different self-validating clustered data structures that enable efficient, par-
allel, and independently verifiable state synchronization, reduce tail latencies, improve
checkpointing and recovery, and remain robust under Byzantine faults. Integration
into a practical SMR framework demonstrates their effectiveness across normal and
adversarial scenarios in wide-area networks.

Overall, this thesis provides a comprehensive set of techniques to improve the per-
formance, scalability, and fault tolerance of SMR systems, combining efficient commu-
nication, dynamic adaptation, and advanced state management to meet the demands
of modern distributed applications.
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Chapter 1

Introduction

Modern distributed systems are designed to provide uninterrupted services even in the
presence of failures. From global-scale cloud infrastructures to blockchain networks
and replicated databases, applications today rely on replication to ensure availabil-
ity, fault tolerance, and performance. Replication allows multiple servers to maintain
copies of the same data or service, so that if one fails, others can continue operating.
However, ensuring that these replicas behave consistently is far from trivial.

The challenge lies in the fact that distributed systems must operate under uncer-
tainty: messages can be delayed, lost, or reordered; machines can crash or behave
maliciously; and yet, clients expect the system to behave as if there were only a sin-
gle, reliable server. This tension between fault tolerance and consistency has made
replication one of the central and most challenging problems in distributed computing.

State Machine Replication (SMR) offers a principled solution to this problem. It
allows a system to tolerate failures by replicating a deterministic state machine across
multiple nodes, ensuring that all correct replicas execute the same operations in the
same order, and thus reach the same state [65, 90]. SMR has been successfully de-
ployed in numerous real-world systems, such as distributed databases [26, 92], large-
scale coordination services [91, 93], and blockchain platforms [15, 94], demonstrating
its versatility and importance as a foundation for dependable distributed computing.

Despite its broad adoption, implementing SMR efficiently remains a significant
challenge. Coordinating replicas requires communication protocols that can ensure
agreement on the order of operations even in the presence of failures. Moreover, as
system states grow large or evolve dynamically, maintaining and synchronizing these
states efficiently across replicas becomes increasingly complex. These challenges di-
rectly impact performance, scalability, and fault recovery, key aspects for modern de-
ployments that span wide-area networks and geo-distributed infrastructures.

The work presented in this thesis addresses these challenges by proposing novel
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2 1.1 From replication to State Machine Replication

techniques for replica communication, state management, and synchronization in SMR
systems. In particular, it investigates how to optimize communication overlays for scal-
ability and locality, and how to design data structures that enable fast, verifiable state
synchronization. Together, these contributions aim to improve the performance and
resilience of SMR systems while preserving their strong correctness guarantees.

1.1 From replication to State Machine Replication

Having introduced the motivation for replication and the role of State Machine Replica-
tion (SMR) in dependable systems, we now provide a brief overview of the fundamental
concepts behind SMR and the challenges it addresses.

1.1.1 Replication and agreement

Replication aims to improve both the availability and reliability of distributed systems
by maintaining multiple copies of data or services. When replicas must all behave con-
sistently, they need to agree on the sequence of operations to execute, a problem known
as consensus. Achieving consensus is non-trivial because distributed environments are
inherently unreliable: messages can be delayed, lost, or reordered, and processes can
fail at any time. Classic results such as the FLP impossibility [37] demonstrate that even
simple agreement cannot be guaranteed under full asynchrony, which has motivated
decades of research on practical fault-tolerant protocols that make realistic timing as-
sumptions.

1.1.2 State Machine Replication

State Machine Replication (SMR) provides a general approach to implementing fault-
tolerant services using replication [65, 90]. The idea is to model the service as a de-
terministic state machine replicated across multiple nodes. Each replica starts in the
same initial state and executes the same sequence of operations in the same order. As a
result, all correct replicas remain consistent, even if some replicas fail or recover later.

The correctness of SMR relies on two fundamental properties: safety and live-
ness [90]. Safety ensures that all correct replicas execute the same operations in the
same order, preventing divergent states. Liveness guarantees that every operation re-
quested by a correct client is eventually executed by all correct replicas. A related
property, linearizability [54], defines the system’s observable behavior, requiring that
every operation appear to take effect atomically between its invocation and response.
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1.1.3 Communication and ordering

Coordinating replicas efficiently requires communication mechanisms that ensure a
consistent total or partial order of operations. Protocols such as atomic broadcast and
atomic multicast are fundamental building blocks of SMR. They guarantee that all repli-
cas deliver the same set of messages in the same order, even in the presence of failures
and network delays. Designing these protocols is challenging because they must si-
multaneously achieve high fault tolerance, low latency, and scalability. To address
these challenges, researchers have proposed overlay-based communication, genuine
multicast, and fault-tolerant multicast protocols (e.g., [22, 50, 51, 89]), each offering
different trade-offs between performance and reliability. These mechanisms form the
foundation for the communication optimizations explored in Chapter 3.

1.1.4 State management and recovery

Maintaining consistent replica state is equally crucial. When a replica fails and later
recovers, or when new replicas join the system, they must synchronize their state with
other replicas without significantly affecting performance. Efficient state management
structures enable rapid synchronization and validation of large states, which is par-
ticularly important in systems with dynamic workloads or large data volumes. Data
structures such as Merkle trees [76] and clustered variants (e.g., [24, 41, 46, 57])
enable compact and verifiable state representation. Chapter 4 introduces novel data
structures that build on these principles to provide efficient, verifiable, and paralleliz-
able state transfer.

In summary, SMR offers a robust theoretical foundation for fault tolerance, but
its practical realization in large-scale or geographically distributed environments re-
mains challenging. This thesis explores how to overcome these challenges through
optimized communication overlays and efficient state management mechanisms that
improve performance and resilience without compromising correctness.

1.2 Contributions of this thesis

Despite advances in communication protocols and state management structures, SMR
systems still face bottlenecks that limit throughput, increase latency, or complicate scal-
ing to larger deployments. Efficient coordination, fault-tolerant multicast, and state
synchronization remain active areas of research. This thesis addresses these gaps by
proposing novel communication and state management techniques that improve per-
formance while preserving safety (i.e., linearizability) and liveness.
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The main contributions of this thesis include novel atomic multicast protocols and
overlay-based communication mechanisms for efficient replica coordination; efficient
state management structures with practical integration into SMR systems; and com-
prehensive evaluation demonstrating improved performance, fault tolerance, and scal-
ability over existing approaches. In more detail, the four contributions are as follows.

FlexCast In our first contribution, we proposed FlexCast, an overlay-based and gen-
uine atomic multicast protocol that combines reduced connectivity and geographical
locality by using a complete DAG overlay, where each group makes local ordering de-
cisions. We also introduced a new property, quiescence, which refines the minimality
property of atomic multicast to prevent unnecessary communication and ensure the
integrity of genuine atomic multicast protocols. Our evaluation shows that FlexCast
is sensitive to overlay selection for latency but consistently outperforms a distributed
genuine protocol and shows comparable or better performance than a hierarchical
protocol in typical workloads. Unlike hierarchical protocols, FlexCast introduces no
communication overhead while providing global acyclic ordering from local decisions
via a history-based mechanism. Its design, implementation, and evaluation using the
gTPC-C benchmark, which extends TPC-C with geographical distribution, demonstrate
significant latency reductions in geographically distributed deployments.

FlexCast reconfiguration In our second contribution, we extended FlexCast with a
reconfiguration mechanism. The proposed reconfiguration scheme allows FlexCast to
dynamically adapt its communication overlay to shifts in workload locality, improving
performance in changing conditions and making the system well-suited for dynamic
environments. Experimental evaluation shows that the protocol effectively adjusts to
current workloads, delivering better performance with new configurations.

B+AVL trees On the state management side, our third contribution addressed the
challenge of efficient state transfer in blockchain systems, particularly for recovering
out-of-sync peers. Existing solutions using snapshots and Merkle-based validation of-
ten face limitations in cluster efficiency and proof size. To overcome these issues, we
proposed B+AVL trees, a novel data structure that combines the balancing and veri-
fication strengths of AVL trees with the space efficiency of B+Trees. Unlike previous
approaches, B+AVL trees simplify cluster maintenance by preventing leaf movement
across clusters and provide more compact validation proofs. Experimental results show
that B+AVL trees maintain consistent performance across insertions and searches, op-
timize cache utilization through contiguous key storage, and produce smaller, more
stable Merkle proofs. They also achieve superior space efficiency compared to most



5 1.3 Thesis organization

alternatives, particularly for smaller clusters. In state synchronization, B+AVL trees
outperform baseline trees in both non-Byzantine and Byzantine settings, thanks to ef-
ficient serialization, compact memory layout, and self-verifiable clusters that enable
rapid detection and recovery under attack.

SVCSkipList Finally, our fourth contribution introduced the concept of self-validating
clustered data structures as a principled approach to improving state management in
Byzantine fault-tolerant state machine replication (BFT SMR). This idea is instanti-
ated in the SVCSKIPLIST, a novel data structure that enables efficient, parallel, and
independently verifiable state transfer. By tightly integrating state representation and
validation into the replication framework, SVCSKIPLIST addresses critical limitations
of existing SMR libraries, particularly in the presence of Byzantine faults. Experimen-
tal evaluation, conducted in a wide-area network (WAN) environment with integration
into the BFT-SMART [12] framework, demonstrates robust performance improvements
across all execution phases. During normal execution, SVCSKIPLIST achieves through-
put comparable to or higher than the baseline, with up to 60% reduction in tail latencies
for large state sizes. Checkpointing times are halved for large states (up to 4GB) due
to efficient multiversioning. State synchronization is faster and more consistent, both
under normal operation and Byzantine attack, with up to 64% lower synchronization
times for large replica groups. Independent cluster validation and parallel processing
enable rapid recovery under attack, avoiding the cascading retries that impact baseline
implementations.

1.3 Thesis organization

The remainder of the thesis is structured as follows: Chapter 2 introduces the sys-
tem model and background concepts. Chapter 3 focuses on communication in SMR
systems, including atomic multicast protocols, FlexCast, and reconfiguration mecha-
nisms. Chapter 4 presents state management in SMR systems, detailing B+AVL trees,
SVCSKIPLISTs, and their evaluation. Finally, Chapter 5 concludes the thesis with a
summary of contributions and potential future directions.
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Chapter 2

System Model and Background

This chapter introduces our system model and revisits fundamental definitions of State
Machine Replication (SMR), with particular emphasis on the two core aspects central
to our contributions: communication and state management.

State Machine Replication (SMR) is typically defined as a message-passing dis-
tributed system composed of an unbounded set of client processes C = {c1, c2, . . .}
and a bounded set of server processes S = {p1, p2, . . . , pn}. A client process represents
an external entity that interacts with the replicated service by submitting requests (e.g.,
application commands) and receiving responses. Clients do not participate in replica-
tion or fault-tolerance protocols; instead, they rely on servers to execute their requests
consistently. Servers are responsible for coordinating among themselves to ensure the
correct emulation of a fault-tolerant state machine. Clients issue requests to the system,
while servers execute these requests deterministically and return responses, thereby
emulating the behavior of a single fault-tolerant state machine [65, 90].

A process is said to be correct if it follows the protocol and never fails, and faulty oth-
erwise. Faulty processes may exhibit two fundamental types of failures: crash failures,
in which a process halts prematurely and takes no further steps, and Byzantine fail-
ures, in which a process behaves arbitrarily, potentially deviating from the prescribed
protocol in unpredictable or even malicious ways. Crash failures are generally easier
to tolerate, while Byzantine failures represent a strictly more general and challenging
adversarial model.

We assume a message-passing communication model in which processes interact
by invoking the primitives send(m, q) and receive(m). A process p invokes send(m, q)
to transmit a message m to a destination process q, and a process q invokes receive(m)
to obtain a message sent to it. Communication channels are point-to-point and asyn-
chronous, meaning that message transmission delays are finite but unbounded and
messages may be delivered out of order.

7
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We assume reliable communication channels between correct processes. In partic-
ular, the system satisfies the following property: if a correct process p sends a message
m to a correct process q, then q eventually receives m. Messages are neither created
nor duplicated by the communication subsystem; that is, every received message was
previously sent by some process, and each message is received at most once. This
assumption is standard in SMR system models and allows the protocol to focus on
handling process failures rather than communication omissions.

In the context of this thesis, we adopt both failure models depending on the na-
ture of the contribution. Specifically, in our communication-related contributions, we
focus on tolerating crash failures, reflecting the model commonly assumed in high-
performance SMR systems. In contrast, in our state management contributions, we
also consider Byzantine failures, as state transfer and recovery mechanisms must re-
main correct and secure even in adversarial environments. This dual perspective allows
us to explore both efficiency and robustness in different components of SMR.

We assume the system is partially synchronous [35]: it is initially asynchronous and
eventually becomes synchronous. The time when the system becomes synchronous is
called the Global Stabilization Time (GST), and it is unknown to the processes. Before
GST, there are no bounds on communication and processing delays; after GST, such
bounds exist but are unknown.

In SMR, interactions between clients and server replicas must be coordinated to
ensure that all correct replicas exhibit the same state evolution. A SMR system must
satisfy the safety and liveness properties. The safety property enables the implementa-
tion of strongly consistent services, satisfying strong consistency criteria, while liveness
guarantees system progress. Formally, these properties can be defined as follows:

• Safety: A distributed system satisfies safety if nothing bad ever happens. For-
mally, safety properties assert that all executions of the system avoid a set of
“bad” states. Linearizability is the consistency criterion used to implement safety
property that ensures each operation appears to take effect atomically at some
instant between its invocation and its response, such that the real-time order of
non-overlapping operations is preserved and the resulting history is consistent
with the object’s sequential specification [54].

• Liveness: A distributed system satisfies liveness if something good eventually
happens. Formally, liveness properties assert that in every execution, progress is
eventually made — that is, every request that should be handled will eventually
be handled.

Implementing these properties requires the following [90]:
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• Initial state: All correct replicas start in the same state.

• Determinism: All correct replicas that receive the same input in the same state
produce identical outputs and resulting states.

• Coordination: All correct replicas process the same sequence of operations.

Replica coordination protocols implement on their core a total ordermulticast and/or
a consensus algorithm [53]. Determinism can impact system performance as it re-
stricts the use of multiple threads and cores [4]. To overcome this limitation, many
approaches focus on Parallel State Machine Replication (PSMR), which aims to paral-
lelize the execution of independent requests while maintaining correctness. The key
idea is to identify non-conflicting operations that can be executed concurrently on repli-
cas, thus exploiting multi-core architectures for improved throughput.

Several strategies have been proposed to achieve parallel execution in PSMR. In
CBASE [62], for example, replicas are augmentedwith a deterministic scheduler. Based
on application semantics, it serializes the execution of conflicting requests respecting
delivery order and dispatches requests that do not conflict to parallel execution. Con-
flict detection is done by a dependency graph, which organizes requests to be processed
as soon as possible (whenever dependencies have been executed).

In [74] the authors avoid a central scheduler by statically mapping requests to dif-
ferent multicast groups. Non-conflicting requests are multicast to different groups that
partially order requests across replicas. Conflicting requests are multicast to the same
group. At a replica, each thread is associated with a group and processes requests as
they arrive. Requests delivered by different groups are executed concurrently. Eve [59]
uses optimistic approaches that may lead to additional overhead in some cases, where
replicas compare the results of optimistic execution using consensus and if they diverge,
roll-back and conservatively re-execute requests.

In [5] the authors present an early-scheduling technique, where part of the schedul-
ing decisions are made before requests are ordered. After requests are ordered, their
scheduling must respect these restrictions. In [7] we present a resource utilization
analysis of this early-scheduling technique, evaluating the impact of such restrictions,
showing that threads may be idle while pending independent requests are available
to be executed, leading to poor processor utilization. Hence, in [8] we extend the
early-scheduling technique by incorporating work-stealing and other synchronization
mechanisms to achieve amore balanced workload and improve execution performance.

Another approach to improving the performance of SMR is to weaken the total
order requirement of requests at the replicas. In particular, only conflicting requests
must be ordered consistently at the replicas. Generalized Paxos [68], Generic Broadcast
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[83], Egalitarian Paxos [77], and Mencius [73] are examples of protocols that adopt
this approach.

By exploiting these techniques, PSMR can significantly increase throughput while
preserving the safety and linearizability guarantees of traditional SMR. However, the
design must carefully balance parallelism and determinism, as excessive concurrency
can lead to complex synchronization and rollback overheads. These optimizations are
orthogonal to the approaches described in this thesis and can be combined with them
to further improve performance.

2.1 Atomic multicast

Atomic multicast is a fundamental communication abstraction in reliable distributed
systems, encapsulating the complexity of propagating and ordering messages consis-
tently across subsets of processes. With atomic multicast, a client can multicast a mes-
sage to different groups of servers, and the abstraction guarantees that all correct desti-
nations deliver the message in a consistent order. In the following, we formalize these
reliability and ordering guarantees.

To implement fault-tolerant atomic multicast, servers are organized into groups of
processes. Each group behaves as a single logical process from the perspective of the
multicast abstraction, masking individual server failures inside the group. Replication
within a group ensures that the group as awhole can continue to participate inmulticast
even if some of its members fail. Formally, we define the set of server groups as Γ =
{GA, GB, . . . , GN}, where for every g ∈ Γ , g ⊆ S. Additionally, groups are non-empty
and disjoint [22, 50, 51, 89], ensuring that each server belongs to exactly one group.

A client atomically multicasts an application message m to a set of groups by
invoking the primitive multicast(m), where m.sender denotes the process that calls
multicast(m), m.id is the unique identifier of the message, and m.dst is the set of des-
tination groups to which m is multicast. A server delivers a message m by invoking the
primitive deliver(m). If |m.dst| = 1, we say that m is a local message; if |m.dst| > 1,
we say that m is a global message.

We define the relation≺ on the set of messages server processes deliver as follows:
m ≺ m′ iff there exists a process that delivers m before m′. If m ≺ m′ or m′ ≺ m, we
say that there is a dependency between m and m′.

Atomic multicast satisfies the following properties [52]:

• Validity: If a correct process p multicasts a message m, then eventually all correct
server processes q ∈ g, where g ∈ m.dst, deliver m.

• Agreement: If a process p delivers a message m, then eventually all correct server
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processes q ∈ g, where g ∈ m.dst, deliver m.

• Integrity: For any process p and any message m, p delivers m at most once, and
only if p ∈ g, g ∈ m.dst, and m was previously multicast.

• Prefix order: For any two messages m and m′ and any two server processes p
and q such that p ∈ g, q ∈ h and {g, h} ⊆ m.dst ∩m′.dst, if p delivers m and
q delivers m′, then either p delivers m′ before m or q delivers m before m′.

• Acyclic order: The relation ≺ is acyclic.

In a genuine atomic multicast protocol, only the sender and the destinations of a
message coordinate to order the message. A genuine atomic multicast protocol does
not depend on a fixed group of processes and does not involve processes unnecessarily.
More precisely, a genuine atomic multicast algorithm should guarantee the following
property [51].

• Minimality: If a process p sends or receives a message in run R, then some
message m is multicast in R, and p is m.sender or in a group in m.dst .

2.2 State management

Satisfying initial state in a SMR system is not trivial in practical scenarios where replicas
fail (or are turned off for maintenance) and later recover with a possibly outdated state.
Consequently, replication state management is a vital component, ensuring consistent,
reliable handling of state across replicas to support fault tolerance. State management
also enables the implementation of durability [11] and reconfigurations [12] that in-
corporate new replicas into the system. Additionally, lagging replicas can utilize this
component as a catch-up mechanism to update their state directly from other replicas,
thereby eliminating the need to execute all missed operations.

State management requires methods like logging, checkpointing, and state syn-
chronization. Replicas maintain a log of executed operations, allowing replicas to re-
store a consistent state by replaying the log obtained from other replicas. To avoid
unbounded log growth, replicas periodically create a checkpoint and truncate the log,
discarding operations that happened before the checkpoint. To update its state, a
replica installs a valid checkpoint and processes logged commands obtained from other
replicas after the checkpoint. These functionalities are exposed through an interface
that allows applications to manage state by creating checkpoints (or snapshots) and/or
restoring replica state. Usually, developers interact with these capabilities via SMR li-
brary APIs, which simplify these operations. For instance, in the BFT-SMART [11, 12]
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library, replication state management is part of its modular architecture. Applications
must implement an interface for saving and loading state, which is used by the state
management module to periodically generate state snapshots that capture the applica-
tion’s current state.

Ensuring consistent and correct state transfer in the presence of Byzantine failures
is challenging, as some replicas may send incorrect, incomplete, or outdated state data.
BFT-SMART addresses this issue using quorum-based validation to ensure that only
valid state snapshots and logs are applied to replicas executing a state synchronization.
In this process, a replica r executing a state synchronization requests the state from
a quorum (typically f + 1 replicas for f Byzantine faults). One replica sends the
state snapshot, while others provide portions of the log and cryptographic hashes of
the same snapshot for validation [11, 12]. Replica r then verifies the snapshot hash
against those sent by the quorum. If the hashes do not match, the state is rejected,
preventing malicious tampering. This approach leverages the guarantee that at least
2 f + 1 replicas are non-faulty, ensuring that replica r only applies correct state data
while ignoring malicious responses.

However, this approach has a key limitation in Byzantine scenarios: replica r can
detect a corrupted state only after fully downloading it. This significantly impacts
performance, as repeated downloads from malicious replicas waste bandwidth and
prolong state synchronization time. Moreover, since the entire state is fetched from a
single replica, the transfer speed is constrained by the bandwidth and responsiveness
of that specific replica, further amplifying the cost of failed synchronization attempts.

A promising approach, commonly employed in blockchains (a specialized form of
SMR), involves integrating the application state directly into the replication library
and representing it with clustered, self-validating data structures. This method also
relieves the application programmer from the burden of state management by provid-
ing a straightforward interface for storing and manipulating the data that constitutes
the state. Moreover, such clustered data structures provide an efficient means to or-
ganize and validate data, ensuring that even in the presence of malicious or faulty
replicas, the system can uphold a consistent state.



Chapter 3

Communication in SMR Systems

State Machine Replication (SMR) systems rely on communication primitives to ensure
consistency among replicas in the presence of failures. These communication mecha-
nisms underpin the fundamental requirement of SMR: that all correct replicas execute
the same sequence of commands in the same order, despite asynchrony and faults in
the system [66, 67, 90]. This chapter examines the main communication abstractions
used in SMR, emphasizing their role in ensuring consistent and efficient message order-
ing and delivery, and builds upon these foundations to introduce novel communication
protocols that address existing limitations.

We begin by discussing Atomic Broadcast, the classic abstraction that guarantees
total order delivery of messages to all participants. Although atomic broadcast is suffi-
cient for many replication scenarios, it imposes unnecessary overhead in systems where
commands need to be delivered only to subsets of replicas. To address such scenarios,
Atomic Multicast extends the broadcast abstraction by enabling messages to be sent to
specific groups of processes while maintaining consistent ordering among overlapping
groups. We describe fundamental algorithms implementing atomic multicast, includ-
ing Skeen’s algorithm [13] and ByzCast [22], and present a classification of existing
atomic multicast protocols based on their design approaches and fault models.

Then we present FlexCast [9], our proposed protocol and the first genuine overlay-
based atomic multicast for SMR systems. Genuineness captures the essence of atomic
multicast in that only the sender of a message and the message’s destinations coordi-
nate to order the message, leading to efficient protocols [51]. Overlay-based protocols
restrict how process groups can communicate. Limiting communication leads to sim-
pler protocols and reduces the amount of information each process must keep about
the rest of the system. FlexCast implements genuine atomic multicast using a complete
directed acyclic graph (C-DAG) overlay. Morevoer, we introduced a new property,
quiescence, which refines the minimality property to prevent unnecessary communi-

13
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cation and ensure the integrity of genuine atomic multicast protocols. We experimen-
tally evaluate FlexCast in a geographically distributed environment using our proposed
gTPC-C, a variation of the TPC-C benchmark that takes into account geographical dis-
tribution and locality. We show that, by exploiting genuineness and workload locality,
FlexCast outperforms well-established atomic multicast protocols without the inherent
communication overhead of state-of-the-art non-genuine multicast protocols.

As a follow-up to FlexCast, we present its reconfiguration mechanisms, which fur-
ther extend the benefits of genuine overlay-based atomic multicast. FlexCast’s design
not only ensures less communication overhead but also allows the system to adapt
dynamically to changing workload localities through reconfiguration of the overlay.
We model the reconfiguration process as an optimization problem and implement a
protocol to adjust the overlay in response to workload shifts, enhancing the system’s
suitability for dynamic environments. Our experimental evaluation demonstrates that,
by reconfiguring the overlay, our reconfiguration protocol can substantially reduce la-
tency for destination groups representing the bulk of the workload.

The implementation of FlexCast, including its reconfiguration extension, is pub-
licly available to support reproducibility and further experimentation. The complete
codebase can be accessed through the author’s GitHub repository1.

3.1 Atomic broadcast

Atomic broadcast is best understood by first introducing simpler broadcast primitives
that incrementally strengthen communication guarantees. This progression highlights
how reliability and ordering properties culminate in the total order provided by atomic
broadcast. We discuss how atomic broadcast is tightly linked to consensus, as the ability
to totally order messages across processes enables agreement on a single decision value
in distributed systems.

3.1.1 Baseline broadcast primitives

Broadcast communication abstractions are defined by two basic primitives:

• broadcast(m): a process sends message m to all processes in the system.

• deliver(m): a process delivers message m.

Different communication abstractions build upon these primitives by strengthening
their guarantees [52].

1https://github.com/elbatista/flexcast

https://github.com/elbatista/flexcast
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Reliable broadcast Reliable broadcast ensures that messages broadcast by processes
are eventually delivered by all correct processes, without duplication or fabrication. It
provides the following properties:

• Validity: If a correct process broadcasts a message m, then it eventually delivers
m.

• Agreement: If a process delivers a message m, then all correct processes even-
tually deliver m.

• Integrity: For any message m, every process delivers m at most once, and only
if m was previously broadcast by m.sender.

FIFO broadcast FIFO broadcast extends reliable broadcast by guaranteeing that mes-
sages sent by the same sender are delivered in the order they were sent. In addition to
the reliable broadcast properties, it ensures:

• FIFO Order: If a process broadcasts message m before m′, then no process
delivers m′ unless it has delivered m.

Causal broadcast Causal broadcast strengthens FIFO broadcast by preserving causal-
ity between messages, as defined by the happens-before relation [65]. An execution
of a broadcast or deliver primitive by a process is called an event. We say that event e
causally precedes event f , denoted e → f , if: (i) A process executes e and f in that
order; or (ii) e is the broadcast of message m and f is the delivery of m; or (iii) there
exists an event h such that e→ h and h→ f .

The causal broadcast abstraction ensures:

• Causal Order: If the broadcast of a message m causally precedes the broadcast
of a message m′, then no process delivers m′ unless it has previously delivered
m.

3.1.2 Atomic broadcast definition

Atomic broadcast extends reliable broadcast by providing a total ordering of messages,
ensuring all processes deliver messages in the same order. Formally, atomic broadcast
provides:

• Total Order: If processes p and q both deliver messages m and m′, then p
delivers m before m′ if and only if q delivers m before m′.
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Atomic broadcast guarantees that all correct processes deliver messages in the same
order, regardless of the order in which they were sent. This total order is crucial for
ensuring consistency in distributed systems, especially in state machine replication.
Atomic broadcast is typically implemented under the assumption of a partially syn-
chronous system model, where the system may initially behave asynchronously—with
unbounded message delays and process execution speeds—but after some unknown
Global Stabilization Time (GST), bounds on communication and processing hold.

3.2 Atomic multicast

Atomic multicast is a key communication abstraction in reliable distributed systems,
ensuring messages sent to multiple groups are delivered consistently. Atomic broadcast
can be regarded as a special case of atomicmulticast in which everymessage is multicast
to all processes in the system. Therefore, atomic broadcast can be trivially used to
implement atomicmulticast by broadcasting everymessage system-wide and restricting
its delivery to intended recipients. However, such a solution has no practical interest
due to inefficiency.

Therefore, we now characterize atomic multicast protocols based on three aspects:
genuineness and quiescence (§3.2.1), fault tolerance (§3.2.2), and process communi-
cation (§3.2.3). We finish this section by classifying atomic multicast protocols based
on these aspects (§3.2.4).

3.2.1 Genuine and quiescent atomic multicast

Atomic multicast can also be implemented by delegating the responsibility of ordering
messages to a distinguished group of processes. Every atomically multicast message m
is first sent to the distinguished group, which orders m with respect to other multicast
messages, and then propagates m to its destination groups. Although simple, this
solution does not capture the spirit of atomic multicast.

Instead, we are interested in atomic multicast protocols that are “genuine”. In a
genuine atomic multicast protocol, only the sender and the destinations of a message
coordinate to order the message. A genuine atomic multicast protocol does not depend
on a fixed group of processes and does not involve processes unnecessarily. More pre-
cisely, a genuine atomic multicast algorithm should guarantee the following property
[51].

• Minimality: If a process p sends or receives a message in run R, then some
message m is multicast in R, and p is m.sender or in a group in m.dst.
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Minimality restricts communication to comprehend processes involved in the mul-
ticast of a request as the request’s sender or destination. Once a process is the sender or
destination of a request, however, the process can communicate freely with any other
process without violating minimality. This behavior obviously contradicts the spirit of
minimality and genuineness. We avoid such undesired behaviors by introducing the
following additional property.

• Quiescence: If there is a time t1 in run R after which no request r is multicast
such that p is r.sender or a destination in r.dst, then there is a time t2 ≥ t1

such that after t2 p does not send or receive any messages.

Notice that minimality and quiescence are complementary: while minimality de-
fines when processes can exchange messages, quiescence states when processes should
stop communicating. Our proposed FlexCast protocol (§3.3) is a genuine atomic mul-
ticast protocol that satisfies both properties, as we demonstrate in §3.3.3.

3.2.2 Fault-tolerant atomic multicast

The first atomic multicast protocol is attributed to D. Skeen and dubbed “Skeen’s proto-
col” [13]. The protocol is genuine but does not tolerate failures. A multicast message
m is first propagated to all its destinations. Upon receiving the message, a destination
assigns the message a local timestamp and sends the timestamp to the other message
destinations. When a destination has received all local timestamps for the message, it
computes the message’s final timestamp as the maximum among all of the message’s lo-
cal timestamps. A message is only delivered after it has a final timestamp and messages
are delivered in order of their final timestamps.

Several fault-tolerant atomic multicast protocols are based on Skeen’s ordering
technique of exchanging timestamps (e.g., [23, 39, 51, 86]). In these fault-tolerant
atomic multicast protocols, messages are addressed to sets of groups of processes, in-
stead of a set of processes, as in the original Skeen protocol. Although some processes
in a group may fail, each group acts as a reliable entity, whose logic is replicated within
the group using state machine replication [90].

3.2.3 Overlay-based atomic multicast

Most atomic multicast protocols assume that processes can communicate directly with
each other. In other words, the communication graph, a directed graph where vertices
represent groups of replicated server processes and an edge from group g to group h
means that g can send messages to h, is complete. An alternative approach is to restrict
communication by means of an overlay that determines how groups can communicate.
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Restricting communication can lead to simpler atomic multicast algorithms, as in
a tree overlay. Moreover, if communication needs to be authenticated, as in Byzan-
tine fault-tolerant protocols, a partially connected communication graph requires fewer
keys to be maintained and exchanged between processes. Finally, a complete commu-
nication graph is a reasonable assumption in systems that run within the same ad-
ministrative domain (e.g., Google’s Spanner [26]). In some contexts, however (e.g.,
decentralized systems), multiple entities from different administrative domains collab-
orate but do not wish to establish connections with all other domains.
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Figure 3.1. Three communication graphs used in atomic multicast algorithms involving groups
A, B, ..., E: (a) a complete graph (the most common approach), (b) a tree, and (c) a complete
directed acyclic graph or C-DAG (the approach we propose later). In the graphs, directed edge
g → h means that group g can send messages to group h, and h can receive messages from g
but not send messages to g.

Figure 3.1 shows three cases of interest. All genuine atomic multicast algorithms
we are aware of assume a complete communication graph (Figure 3.1 (a)). A tree
(Figure 3.1 (b)) is the minimum overlay needed by any atomic multicast protocol to
support an arbitrary workload (i.e., messages can be multicast to any set of groups),
as removing one edge from the overlay results in a partitioned graph. ByzCast [22]
is an atomic multicast protocol that uses a tree overlay. To order a message m, m
is first ordered within the lowest common ancestor group of groups in m.dst, in the
worst case the root of the overlay tree. Then, m is successively ordered by the lower
groups in the tree until it reaches all groups in m.dst. ByzCast’s main invariant is that
lower groups in the tree preserve the order induced by higher groups. Although simple,
ByzCast is not genuine since a message may need to be ordered by a group that is not in
the destination set of the message. For example, in Figure 3.1 (b), a message multicast
to groups B and C will first be ordered at A, and then propagated and ordered by B
and C .
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C-DAG: a discussion on genuineness To motivate our approach presented later, we
argue informally that a complete directed acyclic graph (C-DAG) is a necessary con-
dition for genuineness in overlay-based partially synchronous systems. To understand
why, notice that in a C-DAG, each vertex has either an ongoing or outgoing edge with
any other vertex. If there is no edge between groups g and h in the graph, then a
message addressed to g and h needs to involve one or more groups not part of the
message’s destination, which violates minimality. 2

Similarly to a tree overlay, in a C-DAG a multicast message can be initially ordered
at the lowest common ancestor (lca) group g among the message’s destinations and
then be propagated by g to the remaining destinations. In a C-DAG, however, the lca
of a message can propagate the message directly to all remaining destinations of the
message, respecting minimality. Differently from a tree overlay, in a C-DAG a group
cannot deliver amessage after it receives themessage from its ancestor since groups can
have more than one incoming edge and messages can arrive at a group from different
ancestors. A group with multiple incoming edges must determine the correct order to
deliver messages coming from its ancestors.

For example, in Figure 3.1 (c), group C can receive messages from A and B. In an
execution in which message m1 is addressed to groups A, B and C , and message m2

is addressed to groups B and C , group C will receive m1 from A and m2 from B. If B
delivers m2 before m1, then C must respect this order, even if it may receive m1 before
m2. Otherwise, C would violate atomic multicast’s acyclic order property.

3.2.4 A classification of atomic multicast protocols

As previously noted, many atomic multicast protocols build upon Skeen’s ordering tech-
nique, extending it to provide fault tolerance [23], [39], [50], [69], [86]. Since in all
these protocols processes communicate directly with one another, we refer to this class
of protocols as distributed atomic multicast protocols (see Table 3.1).

Another class of protocols is based on the assumption that processes communicate
through a distinguished group of processes, which orders messages and propagates
them to their destinations (e.g., [22, 42]). In this class, an important invariant is that
lower groups in the tree preserve the order induced by higher groups. Hereafter, we
refer to this class of protocols as hierarchical atomic multicast protocols.

Finally, our proposed approach FlexCast is a genuine atomic multicast protocol
that uses a complete directed acyclic graph (C-DAG) overlay, instead of a tree as in
all other known protocols in the hierarchical class. In FlexCast, a multicast message is

2This observation assumes that to order a message addressed to two ore more groups, these groups
need to communicate. It is easy to see that this holds in a partially synchronous system: if g and h do
not communicate, then they cannot agree on the order of messages addressed to both g and h.
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Class Type Examples
Distributed genuine [13, 23, 30, 39, 50, 69, 86]
Hierarchical non-genuine [22, 42, 63]
C-DAG overlay genuine FlexCast [9] (our approach)

Table 3.1. Different classes of atomic multicast protocols.

initially ordered at the lowest common ancestor group of groups in m.dst, and then
propagated by the lca to the remaining destinations of m. Differently from other
hierarchical protocols, in FlexCast the lca of a message can propagate the message
directly to all remaining destinations of the message, respecting minimality. Moreover,
in FlexCast, a group with multiple incoming edges must determine the correct order to
deliver messages coming from its ancestors, which requires sophisticated mechanisms.
In the next section, we present such mechanisms in more details.

3.3 FlexCast: genuine overlay-based atomic multicast

As discussed in the previous sections, a genuine atomic multicast protocol ensures that
only the message sender and destinations communicate to order a multicast message
[51]. In geographically distributed settings, a genuine atomic multicast protocol can
better exploit locality than a non-genuine protocol since messages addressed to nearby
groups do not introduce communication with remote groups. Moreover, because a
group only receives messages that are addressed to the group, in a genuine atomic mul-
ticast protocol groups do not incur communication overhead from relaying messages to
the destinations. This is important in geographically distributed environments where
communication across wide-area links represents an important cost (e.g., Amazon Web
Services).

Most atomic multicast protocols assume that processes can communicate directly
with one another. Alternatively, processes communicate following an overlay, which
determines which processes can exchange messages with which other processes. Im-
posing limits on communication has advantages. For example, overlays can represent
the structure of administrative domains, simplify the design of protocols, and reduce
the amount of information each process must keep about the rest of the system (e.g.,
key management in Byzantine fault tolerant protocols [22]).

However, combining genuineness and overlays is challenging. Existing atomic mul-
ticast protocols focus on one aspect or the other but not both. For example, all existing
genuine atomic multicast protocols assume a fully connected overlay. Hierarchical pro-
tocols, which structure communication between groups as a tree, are not genuine. For
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example, in ByzCast [22], a multicast message is first sent to the lowest common an-
cestor of the message destinations, and then proceeds down the tree until it reaches
all destinations. ByzCast’s logic is simple and processes in a group only need to keep
information about their parent and children. However, it is not genuine since a mes-
sage addressed to the children of group g, but not to g, are first sent to g and then
propagated to g ’s children, violating genuineness.

Figure 3.2 quantifies ByzCast’s communication overhead, computed as one minus
the ratio between the number of messages that a group delivers (i.e., messages ad-
dressed to the group) and the number of messages the group receives as part of com-
munication imposed by the tree overlay, and expressed as a percentage. Data for this
experiment was collected while executing the gTPC-C benchmark with tree T1 and
90% of locality (more details in Section 3.3.5). On average, groups incur on almost
10% of communication overhead. Some groups, however, are more penalized than
others, depending on their position in the tree. In particular, about 23% and 36% of
the communication of groups 5 and 9, respectively, is overhead. This is in contrast to
genuine atomic multicast protocols, which have no communication overhead.
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Figure 3.2. Communication overhead in a hierarchical protocol, expressed as a percentage,
computed for each group as 1 minus the ratio between number of messages delivered and
number of messages received by the group.

Therefore, we propose FlexCast, the first genuine overlay-based atomic multicast
protocol. FlexCast assumes a complete directed acyclic graph (C-DAG) overlay. Mul-
ticast messages are sent to the lowest common ancestor (lca) of the message desti-
nations. The lca then propagates the message to all other destinations in one com-
munication step, without involving any groups that are not a message’s destination.
FlexCast uses a sophisticated history-based protocol to order messages. First, each
process builds a history with all messages the process has delivered. This history is
propagated to other processes in the C-DAG, so that processes can ensure consistency
(e.g., no two processes order two messages differently).
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However, simply following other processes’ histories is not enough to ensure con-
sistent order due to indirect dependencies. Indirect dependencies happen for a few
reasons. For example, if process x orders message m1 before message m2 and process
y orders m2 before message m3, then process z must order m1 before m3 as a con-
sequence of dependencies created by processes x and y involving m2, a message not
addressed to z. FlexCast is well-suited to equip geographically replicated systems as it
exploits locality.

In the remainder of this section, we describe the core idea behind FlexCast, pro-
vide detailed algorithms, a correctness proof, practical implementation considerations,
and a comprehensive evaluation of our protocol in comparison with state-of-the-art ap-
proaches.

3.3.1 General idea

Groups in FlexCast are structured as a complete directed acyclic graph (C-DAG), as
the example in Figure 3.1 (c). We assume there is a total order among groups. Each
group is assigned a unique rank in 0..(n− 1), where n is the number of groups. The
C-DAG topology is such that there is a directed edge from each group with rank i to
each group with rank j if i < j. In this graph, i’s ancestors have lower rank than i
and i’s descendants have higher rank than i.3 Figure 3.1 (c) shows a C-DAG with nodes
ordered from lowest to highest as: A, B, D, E, C.

A client process is an external entity that interacts with the system by submitting
requests to be multicast to one or more groups. Clients do not belong to any group
in the C-DAG; instead, they use the group structure to disseminate their messages
consistently. A client atomically multicasts a message m by sending m to m’s lowest
common ancestor (lca). The lca of a multicast message is the group with the lowest
rank among the destinations of the message. At its lca, m is directly delivered and
propagated to m’s other destination groups (by definition the lca has direct edges with
each other destination group in m.dst). Similarly to a tree-base atomic multicast, in a
C-DAG, a group must respect the dependencies created by its ancestors and propagate
dependencies to its descendants. In a C-DAG, however, a group may have multiple
ancestors and dependencies can be created by any of them. An important challenge
is to ensure that dependencies are properly communicated down the C-DAG without
violating the minimality property of genuine atomic multicast. FlexCast uses three
strategies to accomplish this, as explained next.

3We use the terms “lower” and “higher” groups to denote relative positions of groups in this rank,
and “lowest” and “highest” group of a subset of groups, also referring to this rank. “Ancestors” of a group
g denote the set of groups lower than g, while “descendants” respectively higher.
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Strategy (a): First, every group keeps track of a history, a graph where messages
are vertexes and their relative order are edges. A vertex contains a message’s id and
destinations. Messages delivered at a group are recorded in its history and build a
total order within the graph. When a group propagates a message to another one, its
history is included. The destination group extends its history with the histories that it
receives from other groups and messages it delivers. The history then becomes a graph.
More specifically, since ordering is respected (discussed next), the history is a DAG.
Destination groups use the history to ensure that messages are delivered consistently
across the system.

To understand the need for exchanging histories, consider the scenario depicted in
Figure 3.3 (a), where group A is the lca of messages m1 (multicast to A and C) and m2

(multicast to A and B), and group B is the lca of m3 (multicast to B and C). Since A
delivers m1 before m2 (i.e., m1 ≺ m2) and B delivers m2 before m3 (i.e., m2 ≺ m3), C
must deliver m1 before m3 to avoid a cycle among delivered messages. But C receives
m3 from B before it receives m1 from A. By receiving B’s history, C knows that it should
deliver m1 and then m3 to avoid cycles.

Unfortunately, including histories in forwarded messages is not enough to ensure
consistent order. Intuitively, this happens because not all dependencies are captured
in the communication of application messages between groups. There are two cases to
consider, depending on whether the group that creates the dependency is aware that
it must propagate the dependency to its descendants or not.
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Figure 3.3. Executions of FlexCast illustrating the use of (a) histories, (b) ack messages, and
(c) notif messages in an overlay where A→ B, A→ C and B→ C . (Legend: a full arrow is the
propagation of an application message, a circle is the delivery of a message, a dotted arrow is
an ack message, and a dashed arrow is a notif message).

Strategy (b): To motivate the case where a group is aware that it should send
dependencies to its descendants, consider the execution in Figure 3.3 (b). In this case,
B delivers m1 before m2, and C receives m2 from A (with an empty history) and then
m1 from B (with an empty history since B did not know about m2 when it sent m1

to C). Yet, C must deliver m1 before m2. FlexCast ensures proper order in such cases
as follows. If group g and its descendant h are in the destination of a message m and
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g is not m’s lca, then g sends an ACK message to h with g ’s history. Conversely, if h
receives a message m and h has an ancestor that is in m’s destination, but is not m’s
lca, h waits for g ’s ACK message.

Strategy (c): To motivate the case where a group is not aware that it should send
dependencies to its descendants, consider the execution in Figure 3.3 (c). In this case,
group A sends m3 and its history (i.e., m2 precedes m3) to C , and B sends m1 and an
empty history to C (i.e., because the dependency between m1 and m2 happens in B
after B communicates with C). B does not send C the information that m1 precedes
m2 since m2 is not addressed to C . Yet, C must deliver m1 before m3. To handle this
case, when a group determines that a descendant d must forward its history down the
C-DAG, it sends a NOTIF message to d so that d can communicate its dependencies to
other groups.

More precisely, when a group g, the lca of a message (or another destination in
m.dst) is about to forward message m (respectively, an ACK message regarding m)
and there is a group h such that: (i) h is not in m.dst; (ii) h is a descendant of
g and an ancestor of group r in m.dst; and (iii) there is a message in g ’s history
addressed to h, then g sends a NOTIF message regarding m to h. If group h receives a
NOTIF message regarding m, it sends ACK messages to all its descendants k ∈ m.dst.
Moreover, inductively, if there is a message addressed to group h′ in h’s history with
the same restrictions above, h notifies h′. This induction naturally finishes since there
is a total order on groups.

Why it is genuine To argue that FlexCast is genuine, first notice the following aspects
discussed about Strategies (a) and (b):

• when m is multicast, it enters the overlay at m.lca() (see Algorithm 1), which
is by definition a destination of m;

• m.lca() propagates m to its further destinations in m.dst; and

• each destination d (other than m.lca()) sends ACK messages to groups in m.dst
higher than d.

From the above, it follows that the communication described involves exclusively groups
in m.dst.

Now, consider the Strategy (c) and notice that:

• a group g ∈ m.dst can send a NOTIF message to a group h /∈ m.dst provided
that g previously sent a message to h, i.e. some message was multicast to h in
run R; and
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• inductively, h notifies h′ only if some message was multicast from h to h′ in run
R.

From the above, it follows that groups not in m.dst exchange messages only if they
communicated in run R, keeping minimality (see definition in Section 3.2.1).

3.3.2 Detailed protocol

Algorithm 1 presents the basic data structures used in FlexCast. Each group knows the
C-DAG topology and has a communication channel to each descendant group (i.e., a
FIFO reliable point-to-point link). As a consequence, each process has an input queue
for each input channel from ancestor groups. Each queue contains not-yet-delivered
messages sent by the respective ancestors.

Algorithm 1 Types and data structures, for each group g
1: Type Message: every message m has:
2: m.id {m’s global unique id}
3: m.dst {m’s destinations, a subset of groups}
4: m.payload {provided by the application}
5: m.acks← ∅ {a set of received acks}
6: m.notifList← ∅ {a set of notified groups}
7: m.lca() : func {returns the lca in m.dst}
8: Type (history) H: {a history is }
9: H = (M , D, lastDlvd) {messages, dependencies, last one}

10: M : set of Message {a pair (m1, m2) ∈ D means ...}
11: D : M ×M {m1 ordered before m2: m2 depends of m1}
12: lastDlvd : M ∪ {⊥} {the last message delivered}
13: Group g variables:
14: queues← [∅, . . . ,∅] {an empty queue per ancestor}
15: hst← H(∅,∅,⊥) {the initial history of group g}
16: deliveredInG ⊆ hst.M {the messages in hst delivered in g}
17: pendNotif ← ∅ {a set of pending notifications}
18: ∀ h higher than g, hst(h)← H(∅,∅,⊥) {the history of g informed to each h so far}

A message has a unique id, a set of destination groups, and an arbitrary payload,
provided by the application. The protocol stores pending messages along with a set
of respective ACK messages and a set of notified groups, both detailed later. Function
m.lca() returns the lowest group in m.dst.

A group g has the history it learns from each of its ancestors and the messages it
delivers. The set of messages delivered in g is a subset of messages in the history. The
history builds a DAG with dependencies in hst.D. As notification messages may not be
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immediately delivered according to criteria to be detailed later, a group also has a set
of pending notification messages.

When group g communicates with a descendent group h, g informs only the dif-
ference in g ’s history with respect to the last message g sent to h. Therefore, for each
descendent h, g keeps track of what part of its history it has already sent to h.

To atomic multicast message m, a client sends m to m.lca(). Algorithm 2 presents
the events triggered at a group when receiving each one of the three types of messages
in our protocol: (i) MSG is a client message; (ii) ACK is an acknowledge message; and
(iii) NOTIF is a notification message.

Algorithm 2 Events, for each group g
1: upon receiving [MSG, m, history]∧ g =m.lca()
2: a-deliver(m) {the lca can immediately deliver m}
3: upon receiving [MSG, m, history]∧ g 6= m.lca()
4: update-hst(history) {update local history with the received history}
5: queues[m.lca()].enqueue(m) {enqueue m in the lca’s queue}
6: reprocess-queues() {reprocess all ancestor queues}
7: upon receiving [ACK, m, history] from ancestor a {when receiving an ACK message}
8: update-hst(history) {update local history}
9: queues[m.lca()].get(m.id).acks.add([ACK from a]) {add a’s ACK to m}

10: queues[m.lca()].get(m.id).notifList.merge(m.notifList) {update m’s notification list}
11: reprocess-queues() {reprocess all ancestor queues}
12: upon receiving [NOTIF, m, history] {when receiving a NOTIF message}
13: update-hst(history) {update local history}
14: deps← open-dependencies() {calculate possible dependencies}
15: if deps 6= ∅ then
16: pendNotif.add([NOTIF, m, deps]) {if dependencies found, add NOTIF to pending set}
17: else
18: send-descendants(m,ACK) {otherwise, send ACK to all descendants in m.dst}

In FlexCast, the lca delivers a multicast message as soon as it receives the message.
Thus, the lca imposes its delivery order on all its descendant groups through informa-
tion disseminated in histories and auxiliary messages. In Algorithm 2, upon receiving
a MSG m, if g is the lca, it can deliver m immediately. When non-lca groups receive
a MSG first they update their local history with the history received together with m,
enqueue m in the corresponding ancestor’s queue, and reprocess all ancestors’ queues,
since this message may carry the information needed to deliver other messages.

When receiving an ACK message, g updates its local history, and associates the ACK
to the corresponding MSG m in the lca’s queue that originated the ACK. Since an
ACK may identify further groups to be notified, the message’s list of notified groups is
updated accordingly. Group g then reprocesses all queues.
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When receiving a NOTIF message, g updates its local history, sends the necessary
ACK messages, and possibly sends notification messages to its descendants as well, as
detailed later. However, if the local history contains a message m′ addressed to g
that was not delivered yet, then g waits until it delivers m′ before sending the ACK
messages, and appends the NOTIF in the pending notifications set, avoiding propagating
incomplete dependencies.

Algorithm 3 Main functions, for each group g
1: a-deliver (m : Message) {when a message m can be delivered}
2: hst-add(m) {add m to local history}
3: if g =m.lca() then {if g is the lca of m }
4: send-descendants(m,MSG) {send m to all descendants in m.dst}
5: else
6: queues[m.lca()].dequeue() {remove m from the lca’s queue}
7: send-descendants(m,ACK) {possibly send ACK to all descendants in m.dst}
8: if ∃[NOTIF, n, deps] ∈ pendNotif | m ∈ deps then {check if it unblocks any pending NOTIF }
9: deps← deps \m {remove m from dependencies}

10: if deps= ∅ then {if no more dependencies, send ACK }
11: pendNotif ← pendNotif \[NOTIF, n, deps] {remove NOTIF from pending set}
12: send-descendants(n,ACK) {send ACK to corresponding descendants}
13: update-hst (ah : H) {ancestor’s history ah}
14: hst.M← hst.M ∪ ah.M {messages and dependencies are}
15: hst.D← hst.M ∪ ah.D {integrated to the group’s hst}
16: reprocess-queues ()
17: do: {while messages were delivered}
18: delivered← false
19: for all q ∈ queues do {iterates over all queues q}
20: if can-deliver(q.head()) then {check conditions to deliver the head of q}
21: a-deliver(q.head()) {call deliver function for the head of q}
22: delivered← true
23: while delivered
24: open-dependencies (): set of Messages {calculates dependencies}
25: return {∀ m ∈ hst.M | g ∈m.dst∧m /∈ deliveredInG } {messages in hst not delivered yet}
26: send-descendants (m : Message, mType ∈ {MSG,ACK})
27: send-notifs(m) {send possible NOTIF messages to descendants}
28: for all descendant d ∈ m.dst do
29: send [mType, m, diff-hst(d)] to d {send MSG or ACK to descendants with diff history}

In Algorithms 3 and 4, we present the logic used for each group to deliver messages.
The total order of delivered messages is built having the new message depend on the
last message delivered. We use set deliveredInG to identify messages delivered in g,
which is a subset of hst.M and is used to identify possible open dependencies in the
history. An open dependency happens when a message addressed to g is included in
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g ’s history but not yet delivered. Operation diff-hst is an optimization: only the new
parts of a history are sent to each descendent. Operation depend computes m’s possible
transitive dependency on m′ in hst .

Algorithm 4 Auxiliary functions, for each group g
1: hst-add (m : Message)
2: hst.M← hst.M ∪ {m} {add m, if not yet in hst}
3: hst.D← hst.D∪ {(hst.lastDlvd, m)} {build total order in}
4: hst.lastDlvd← m {msgs delivered at this group}
5: deliverdInG← deliverdInG ∪{m}
6: diff-hst(h : a higher group) : H {g’s history not informed to h so far}
7: let hstTmp.M← hst.M \ hst(h).M
8: let hstTmp.D← hst.D \ hst(h).D
9: let hstTmp.lastDlvd← hst.lastDlvd

10: hst(h)← hst {history sent to h is updated to current history of g}
11: return hstTmp
12: depend (m, m′ : Message): boolean {computes transitive dependencies}
13: return (m′, m) ∈ hst.D ∨ ∃m′′ | (m′, m′′) ∈ hst.D ∧ depend(m, m′′)
14: send-notifs (m : Message) {send NOTIF to groups}
15: for all descendant d | d /∈m.dst do
16: if ∃d ′ ∈m.dst | d is ancestor of d ′ and hst.containsMsgTo(d) then
17: send [NOTIF, m, diff-hst(d)] to d
18: m.notifList.append(d) {m carries the notified groups}
19: can-deliver (m : Message)
20: if ancestors-to-ack(m) ⊈ ancestors-that-acked(m) then {check if all ancestors acked}
21: return false
22: if ∃ m′ ∈ hst.M | g ∈m′.dst ∧ m′ /∈ deliveredInG ∧

depend(m,m’) then {check for dependencies}
23: return false
24: return true
25: ancestors-to-ack (m : Message): set of Groups
26: return (ancestors of g in m.dst \m.lca()) ∪

queues[m.lca()].get(m.id).notifList {ancestors in m.dst and notified groups}
27: ancestors-that-acked (m : Message): set of Groups
28: return queues[m.lca()].get(m.id).acks

When a message can be delivered, the group adds the message to its local history.
An lca group sends the message to its descendants, while non-lca groups remove the
message from the ancestor’s queue and send the corresponding ACK messages to their
descendants. All groups verify whether delivering this message may unblock pending
notifications. Function send-descendants() is part of Strategies (a) and (b) discussed
in Section 3.3.1. To send MSG m (or ACK m), the lca (or a descendant), first sends
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possible notification messages to its descendants that are not in m.dst. Function send-
notifs() implements Strategy (c): it searches past messages and evaluates if notifications
are needed, including the notified groups in m’s notification list. Then, m is sent to all
other destinations in m.dst, carrying the list of notified groups along with the history
with information needed by each destination (diff-hst).

Function reprocess-queues() is called upon receiving MSG and ACK messages (see
Algorithm 2). In both cases, it iterates through ancestor’s queues and tries to deliver
messages. It keeps iterating while messages can be delivered due to updated depen-
dency information. The delivery of messages in non-lca groups is defined in function
can-deliver(m). The first condition checks whether g received ACK from all needed an-
cestors: (i) all ancestors (except the lca) in m.dst; (ii) all ancestors (not in m.dst)
notified about message m, which were informed to g either through MSG or ACK. Recall
that a notified group, besides sending ACK can further notify other groups. In Algorithm
2, notifList accumulates all notified ancestors that have to ACK m. The list of ancestors
that have acked is kept in ancestors-that-acked. Having the complete information on m,
the second condition ensures that any message m′ that precedes m and is addressed
to g has already been delivered before m’s delivery.

3.3.3 Correctness proof

To ensure that FlexCast operates correctly under all conditions defined by our system
model, we provide a detailed correctness proof. We first outline the key assumptions
underlying the protocol, followed by formal arguments demonstrating how it satisfies
the atomic multicast properties.

FlexCast assumes that:

1. processes are organized in disjoint groups and each group is fault-tolerant;

2. groups are totally ordered and the communication topology has FIFO channels
from each group to all higher groups.

3. when clients send a multicast message m to destination groups in m.dst, m is
sent to the lowest group in m.dst, called the lowest common ancestor (lca)
group. We use m.lca() to denote the lowest group in m.dst.

In the following discussion, communication is considered at the level of groups rather
than individual processes. Accordingly, when we refer to a group as sending, receiving,
or delivering a message, this denotes that a majority of its processes have executed the
corresponding action.

Definition 1 Message Order: for any pair of messages m 6= m′, we say that m< m′ iff:
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• m and m′ are delivered at a common group, and m is delivered before m′;

• or by transitivity: m< m′′ ∧m′′ < m′ =⇒ m< m′.

Lemma 1 For any message m atomically multicast to multiple groups, m is received at
all and only destination groups d ∈ m.dst .

PROOF: By Assumption 3, the client sends m to m.lca(). By Assumption 2, any sub-
set m.dst of destinations is directly reached by m.lca(). According to Algorithm 3,
lines 3-4, when m.lca() receives m, it inconditionally send-descendants(m) to all
other destinations in m.dst and only those. As groups and channels are fault-tolerant,
eventually every destination group receives m, and no other group receives it. �

Lemma 2 Let m and m′ be messages such that m.dst ∩m′.dst 6= ;. There is a unique
group that assigns a relative order to m and m′, to be followed by all higher groups.

PROOF: By Assumption 3, m and m′ ingress the overlay through their respective lcas
and by Lemma 1 both are received at their respective destinations. Since groups are
totally ordered (Assumption 2) and m.dst ∩m′.dst 6= ;, in the intersection there is a
unique lowest group that handles both m and m′. We call this group the lowest com-
mon destination of these messages, lcd(m, m′). Since message channels are directed
towards higher groups only, the relative order of m and m′ is assigned at lcd(m, m′)
and followed at higher groups. �

Lemma 3 For any atomically multicast message m, the complete dependency information
to deliver m is eventually received at each group in m.dst. The complete dependency
information to deliver m at a group g is the information about any message m′ delivered
before m, i.e. m′ < m at each group lower than g.

PROOF: By the Algorithms 2, 3, and 4:

1. each group g keeps a history recording the order of messages it delivered and,
for each message m delivered, the previous messages m′ delivered at groups
lower than g, such that m′ < m;

2. every message carries the history of the sending group, which enriches the his-
tory of each receiving group upon reception;

3. each group g in m.dst \ m.lca() sends ACKs to higher groups in m.dst; and
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4. whenever any group g in m.dst has previously sent messages to a group h lower
than others in m.dst, g sends NOTIF to h. Each notified group h reacts sending
ACKs to higher groups in m.dst and inductively behaves as g to notify further
groups. Since groups have a total order, this induction finishes.

From Lemma 1 and facts above, it follows that each group in m.dst is provided
with the history of each lower group that is involved in messages ordered before m. �

Lemma 4 For any atomically multicast message m, any destination group in m.dst
knows when the complete dependency information has been received.

PROOF: By Lemma 1 each group in m.dst receives m, by Assumption 2 it knows which
are the lower groups in m.dst and awaits for their respective ACKs. Each ACK informs
also if the sending group has notified other groups, fromwhich further ACKs are awaited
(see Lemma 3, facts 3 and 4). Thus, from the messages received, any destination of m
is able to detect if it has received ACKs from all groups with messages ordered before
m. �

Proposition 1 (Genuineness) A multicast protocol is genuine if, in a run R, only the mes-
sage sender and destinations communicate to propagate and order a multicast message.

PROOF: From Algorithm 2, when m is multicast, there are three kinds of messages
possible in the overlay: MSG, ACK and NOTIF. MSG and ACK messages are exchanged
exclusively among groups in m.dst, i.e. m’s destinations. A NOTIF message can only
be sent from a group g ∈ m.dst to h if there exists a previous message m′ in run R and
{g, h} ∈ m′.dst . It follows thus that only destinations of messages in R communicate
to propagate and order their messages. �

Proposition 2 (Quiescence) A multicast protocol is quiescent if a process that has been but
is no longer the sender or destination of requests in run R, eventually stops communicating
in R.

PROOF: FlexCast follows a reactive design: a group only sends a message in reaction to
somemessage being received. Consider that after time t1, a group g is no longer sender
or destination of requests. After time t1, g may still receive NOTIF messages from lower
groups and react by sending ACK or other NOTIF messages to higher groups. We argue
that after t1, g eventually stops receiving NOTIF messages and thus no further reacts
to generate ACK and NOTIF messages.

Consider groups l and h, respectively lower and higher than g. Assume that l
sends a request r1 to h after time t1. In this case, l sends both a data message to
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h and a NOTIF message to g. These messages include l ’s history, and l records the
history prefix forwarded to each higher group. Since, by assumption, g is no longer a
destination, in l ’s subsequent request r2 involving h, l detects that no messages with
g appear beyond the history prefix already sent in r1. This means there is no message
involving g to decide order and therefore no NOTIF message to g is needed. Supposing
all lower groups periodically multicast requests to higher ones, excluding g, t2 takes
place (i.e. g is quiescent) after the first request from each lower to each higher group
has been multicast (t2 > t1). If no such messages are sent, as FlexCast is reactive g is
quiescent from t1 (t2 = t1). �

Proposition 3 (Validity and Agreement)

• Validity: If a correct process p multicasts amessage m, then eventually all correct
server processes q ∈ g, where g ∈ m.dst, deliver m.

• Agreement: If a process p delivers a message m, then eventually all correct
server processes q ∈ g, where g ∈ m.dst, deliver m.

PROOF: Due to Assumption 1, Lemmas 1, 3 and 4, and by Algorithms 3 and 4, we have
that all groups in m.dst eventually have m and are able to pass the evaluation of the
first condition of function can-deliver(m). It remains to check if there is any message
m′ that should be deliverd before m. If no m′ exists, then the group can deliver m. If
there exists such m′ it has to be first delivered. Assuming acyclic order, which is further
discussed, the arguments above and by induction on message dependencies, there will
allways be a message with no pending dependencies to deliver that will then enable
further ones to be delivered, such that m can be delivered. Therefore, validity holds.
By the same arguments, agreement holds. �

Proposition 4 (Integrity)

• Integrity: For any process p and any message m, p delivers m at most once, and
only if p ∈ g, g ∈ m.dst, and m was previously multicast.

PROOF: By Lemma 1 a multicast message m reaches all and only its destination groups.
Any other possible message (ACKs or NOTIFs) do not convey messages to be delivered.
So, a group g delivers m only if g ∈ m.dst and m has been multicast first. �

Proposition 5 (Prefix Order)

• Prefix order: For any two messages m and m′ and any two server processes p
and q such that p ∈ g, q ∈ h and {g, h} ⊆ m.dst∩m′.dst, if p delivers m and
q delivers m′, then either p delivers m′ before m or q delivers m before m′.
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PROOF: From Lemma 2 there is a unique group, lcd(m, m′), that assigns the relative
order among m and m′. From Lemmas 3 and 4 any further group in h ∈ m.dst∩m′.dst
receives and preserves the order assigned by lcd(m, m′). Thus prefix order holds. �

Proposition 6 (Acyclic Order)

We already defined the relation ≺ on the set of messages server processes deliver:
m≺ m′ iff there exists a process that delivers m before m′.

• Acyclic order: The relation ≺ is acyclic.

We argue that FlexCast ensures acyclic order by contradiction. Assume cycle C
exists: m1 < m2 < ... < mk < m1. Let C be such that mk < m1 happens at group h
(i.e., h delivers mk and then m1), where h is the highest group in the overlay. This is
possible because the overlay induces a total order on groups.

Let q be the lcd group that delivers messages m1 and m2. We consider all lca
combinatios for m1 and m2 (in Figure 3.4, cases a, b, c and d). We claim that there is
a causal path P from the delivery of m2 at q to the reception of message mk at process
p. Since processes deliver messages following their causal dependencies, showing that
causal path P exists means that before p delivers mk, it knows that m1 precedes mk,
which leads to a contradiction since p will not deliver mk before delivering m1.
PROOF: The proof of the claim is by induction on the size k of cycle C .

Base step (k = 2): This case corresponds to the four patterns involving messages
m1 and m2 (see Figure 3.4), having r = p. For patterns (a) and (b), the claim follows
directly. For patterns (c) and (d): Since m2 is addressed to q and p, and p is below q
in the overlay, upon delivering m2, according to Algorithm 3, q sends an ACK message
to p (with all q’s dependencies) and thus there is a causal path.

Inductive step: Assume there is a causal path between m2 < m3 < ... < mk. We
show that there is a causal message path from m1 to mk, where q delivers messages
m1 and m2, and r is one of the destinations of m2 (together with q and possibly other
processes).

There are five possibilities for how q creates a dependency between m1 and m2,
and where r is placed with respect to q in the communication overlay (see Figure 3.4).

• Cases (a) and (b). In these cases, r is necessarily below q in the overlay, since
q multicasts m2 and otherwise r would not be a destination of m2. In these
cases, m2 multicast by q to r creates a causal path from m1 to m2 at r. From
the induction hypothesis, this leads to a causal path until mk.
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Figure 3.4. Five ways a process q can create a dependency between messages m1

and m2. Squares denote send events, circles denote delivery events, and arrows de-
note message destinations. Yellow highlights show dependencies between m1 and m2,
while zig-zag arrows indicate causal paths.

• Cases (c) and (d). In these cases, we consider that r is below q in the overlay.
Since both q and r are destinations of m2 and r is below q, from Algorithms
3 and 4, q sends an ACK message to r and r waits for the ACK message before
delivering m2. This creates a causal path between the delivery of m1 and m2

at q and the delivery of m2 at r. From the induction hypothesis, it follows that
there is a causal path all the way to the delivery of mk at p.

• Case (e). r is positioned above q in the communication overlay. Since there is a
causal path P between the delivery of m2 at r and the receive of mk at p, it is
the case that r sent a message in P, say m3. Regarding the generation of m3, it
could also be that r = t . Regarding the generation of m1, it could be that s = q.

Since r knows that it was involved in m2 with q, below r in the overlay, r sends
a NOTIF message to q, and as a response, q sends an ACK message in path P to
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groups in m3.dst below q (completing the information that m1 is in the past of
m3). Since groups can only deliver m3 once these ACKs arrived, further messages
after m3 build a path P to mk in p starting from m2 in r. From the induction
hypothesis that there is a path from m1 to mk. �

3.3.4 Practical considerations

Garbage collection The protocol as described so far does not include garbage collec-
tion. In our FlexCast prototype, however, we prune local histories associated with each
ancestor group. A distinguished process periodically multicasts a flush message to all
groups. Once a group delivers this message, it knows that all messages that precede
flush can be garbage collected. The intuition behind this mechanism is that to deliver
a message m from a specific ancestor, all dependencies before m must be resolved and
do not need to be re-evaluated in the future. To further reduce communication, his-
tories sent with messages do not enclose the ever-growing system history. FlexCast
sends only a diff of the history for each descendant group. The idea is implemented by
keeping track of the last message of the local history sent to each descendant d and, in
subsequent messages to d, sending a history that contains only the newest messages
added since the last communication to d.

Tolerating failures FlexCast assumes the same approach used in other atomic mul-
ticast protocols to tolerate failures (e.g., [23], [39], [50], [69], [86], [22]), that is,
processes within a group are kept consistent using state machine replication [67, 90].
This means that processes in a group can fail as long as enough processes remain oper-
ational within the group. Consequently, groups do not fail as a whole and must remain
connected (i.e., no network partitions). Tolerating the failure of a group requires ad-
ditional system assumptions [89].

The implications of this approach on the number of correct processes per group
and process communication depend of the particular consensus protocol used to im-
plement state machine replication within a group. For example, Paxos [67] requires
a majority of correct processes within each group and can tolerate message losses. In
our prototype, we simply rely on TCP connections to ensure reliable communication.

3.3.5 FlexCast evaluation

In this section we present the evaluation of our protocol. We start by explaining the
evaluation rationale, then we describe the environment and the benchmarks used, and
present the results.
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Evaluation rationale We compare FlexCast to a distributed atomic multicast proto-
col and a classical hierarchical atomic multicast protocol using single-process groups
(i.e., no failures are tolerated) in all three protocols. In doing so, our evaluation fo-
cuses on the inherent costs of three classes of atomic multicast protocols (see Table 3.1)
and avoids overhead introduced by replication. We use Skeen’s protocol as distributed
atomic multicast because its ordering mechanism is used by several other protocols
(e.g., [23], [39], [50], [69], [86]). Moreover, when groups contain a single process,
FastCast [23] and Whitebox [50] atomic multicast protocols behave as in Skeen’s pro-
tocol. Skeen’s protocol is genuine, can order messages in two communication steps,
which has been shown to be optimum [88], and assumes that any two groups can
communicate. We choose ByzCast as a classical hierarchical atomic multicast protocol.
ByzCast is non-genuine and imposes a tree overlay on communication, the minimum
overlay that ensures a connected system. In single-process groups, ByzCast does not
introduce any overhead particular to tolerating malicious behavior. We implemented
prototypes of all protocols in Java.

Our experimental evaluation aims to understand the behavior of the considered
protocols in geographically distributed deployments subject to realistic workloads. Our
workload extends the well-established TPC-C benchmark to accommodate locality, a
common property in geo-distributed systems. In these settings, we seek to answer the
following questions:

1. What is the impact of different overlays on FlexCast and hierarchical protocols?

2. How quickly can a protocol order messages addressed to two or more groups?

3. What is the communication overhead of overlay-based hierarchical protocols?

4. What is the communication cost of atomic multicast protocols?

Environment and deployment The experimental setup was configured with 12 server
machines and 24 client machines, connected via a 1-Gbps switched network, in Cloud-
Lab [34]. The machines are equipped with eight 64-bit ARMv8 cores at 2.4 GHz, and
64GB of RAM. The software installed on the machines was Linux Ubuntu 20.04 (64
bits) and 64-bit Java virtual machine version 11.0.3. Machines communicate via TCP.

We consider an emulated wide-area network that models Amazon Web Services
(AWS). Each group represents an AWS region and we experimented with a deployment
of 12 AWS regions, as depicted in Figure 3.5 (a). The emulated latencies among regions
are based on real measurements in AWS [21]. Enough client processes (to saturate
our FlexCast implementation) are uniformly distributed along the 24 client machines
that represent each region/group, and they send requests to the nearest group. Upon
delivering a message, each message destination replies to the message’s sender (client).
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Figure 3.5. AWS regions and different overlays used in our experimental evaluation.

gTPC-C Benchmark We developed gTPC-C, a geographically distributed benchmark
inspired by the well-established TPC-C benchmark [29]. We translate TPC-C ware-
houses into groups, deployed in one or more AWS regions, and TPC-C transactions
into messages multicast to their corresponding warehouses.

According to the TPC-C benchmark, clients can generate the following transactions
(with a given probability): new order (45%), payment (43%), order status (4%), deliv-
ery (4%), or stock level (4%). The last three transactions are single-warehouse (local),
resulting in a message multicast to the client’s home warehouse. Since all multicast
protocols perform the same when ordering a message multicast to a single group, in
our latency measurements we only consider global transactions, which result in mes-
sages addressed to multiple warehouses. Consequently, this workload only contains
new order and payment transactions, always involving two or more warehouses. New
order transactions can have from 5 to 15 items, where each item has a 2% probability
of being issued to a warehouse that is not the client’s home warehouse, as defined by
TPC-C.

To capture locality, when choosing an additional warehouse to the client’s home
warehouse, the client picks the nearest warehouse to its homewarehouse with a config-
urable high probability, the locality rate; otherwise, the client chooses the next nearest
warehouse, and so on, up to the farthest warehouse to the client’s home warehouse.
Our criteria to define locality is inspired by a common wholesale supplier policy that
when an item is not available in the nearest warehouse to a client (i.e., the home
warehouse), it is shipped from the closest warehouse that has the item. This locality
specification implies that most messages are addressed to only two warehouses (same
as in standard TPC-C), and some to three. Very few are addressed to more than three
groups, therefore we do not consider these messages in our experiments.

Clients operate in a closed loop issuing one transaction at a time and are deployed
in the same region as their home warehouse. Each experiment lasts for a period of
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approximately one minute, in which clients collect and store latency data. We discard
the first and last 10% of the data collected during the experiment to avoid possibly
noisy data during warm up and end of execution.

The effect of overlays In the first set of experiments, we investigate the role of overlays
on FlexCast and hierarchical protocols. We compare the latency experienced by clients
of two FlexCast overlays, and three hierarchical overlays (trees), as depicted in Figure
3.5.

Trees T1, T2 and T3 contain different numbers of inner nodes. In principle, a larger
number of inner nodes provides better distribution of communication overhead among
these nodes. Trees with many inner nodes, however, may lead to additional commu-
nication steps when ordering messages. For overlays O1 and O2, we initially selected a
starting node (i.e., central node 8 in O1 and left-most node 1 in O2). Then, the closest
node to the initial one, the closest node to the second chosen node, and so on. Since
O1 and O2 are complete DAGs, a node is connected to all nodes that succeed it (e.g.,
the first node is connected to all nodes).
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Figure 3.6. Latency per destination group when varying overlays in FlexCast and a
hierarchical protocol, gTPC-C with 90% locality.

Figure 3.6 and Table 3.2 present the results. We report the latency per group ad-
dressed by the message. The latency of the first (respectively, second and third) des-
tination corresponds to the first (respectively, second and third) response the client
receives from the groups addressed by the message. O1 shows better performance
than O2 for all destinations. This happens because O1 better exploits locality: higher
nodes in the DAG have the lowest latencies in the geographical distribution. Hereafter,
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we evaluate FlexCast using overlay O1.

Destination
1st 2nd 3rd

Ov. 90p 95p 99p 90p 95p 99p 90p 95p 99p

FC O1 144.0 279.0 1403.1 398.0 829.0 2243.42 1406.0 2195.0 4542.5
O2 156.0 350.0 790.22 416.0 652.0 2006.83 1028.0 1681.5 3112.9

HR
T1 229.0 267.0 311.0 261.0 288.0 403.0 307.0 386.0 408.0
T2 233.0 269.0 311.0 215.0 249.1 351.0 261.0 338.0 375.28
T3 311.0 398.0 544.0 381.0 480.0 622.0 397.0 531.6 621.0

Table 3.2. Latency percentiles in milliseconds for each destination group when varying
the overlay (Ov.) in FlexCast (FC) and the tree in the hierarchical (HR) protocol, gTPC-
C with 90% locality.

Differently than FlexCast, whose performance is largely dependent on the overlay,
a hierarchical protocol is not so sensitive to the chosen tree (but see also the discussion
in Section 3.3.5), although the trees do have an impact on the performance. T1 shows
slightly better performance in all destinations than T2 and T3. This is due to the com-
munication overhead (further discussed in Section 3.3.5) of involving non-destination
groups, and also the bottleneck effect of involving the tree root on T3 for all messages
in the system. From these results, we select T1 to represent a hierarchical protocol in
the rest of our evaluation.

Throughput In the second set of experiments, we assess the overall performance of
our standard gTPC-C, measured in kilo operations per second (kops), including local
and global messages, when deployed in a configuration with 99% locality rate.

We conduct multiple experiments while gradually increasing the number of clients.
Figure 3.7 presents the results. Although FlexCast was designed to optimize latency,
it can maintain the same throughput as the other protocols up to its saturation point.
This effect can be seen by the bend of the throughput curve of FlexCast starting with
960 clients. This behavior is explained by FlexCast’s latency-oriented design. As dis-
cussed next, FlexCast performs particularly well under high-locality workloads, such as
gTPC-C, where most messages are addressed to only two destinations. As the number
of clients increases, a larger fraction of messages targets more than two destinations,
increasing the number of auxiliary messages required for ordering. This additional
coordination delays delivery at lower destinations, ultimately leading to earlier satu-
ration.

In the experiments presented next, we consider configurations with 240 clients.
This is justified by the fact that none of the algorithms is subject to queuing effects,
which would interfere with their inherent latency.
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Figure 3.7. Throughput vs. number of clients with 99% locality.

Latency In the third set of experiments, we increase the locality rate and measure
the latency experienced by the clients when receiving a response from each of the
destinations of a global multicast message.

Figure 3.8 and Table 3.3 present the results. FlexCast outperforms both a dis-
tributed and hierarchical protocols in the latency of the first destination group for all
three experimented locality rates. We attribute this behavior to the fact that FlexCast
benefits from two aspects that reduce the cost of ordering messages in the first desti-
nation in a distributed scenario: (i) Communication steps: while in a distributed proto-
col groups addressed by a message need to exchange timestamps before a destination
group can deliver a message, in FlexCast the first destination group in the DAG (i.e., the
lca of the message) can deliver the message as soon as it receives the message from a
client; the hierarchical protocol also benefits from this aspect, however, in ByzCast, the
lca of a message may not be a message destination since it is not a genuine protocol.
(ii) Locality rate: having a workload with a high locality rate increases the number of
messages that FlexCast can deliver using fewer communication steps than both other
protocols. This gives FlexCast an advantage since the cost for a communication step
may take tens of milliseconds in geographical settings.

In the second destination, FlexCast performs worse than the hierarchical protocol
and outperforms the distributed protocol. As discussed above, hierarchical protocols
require only one additional communication step to order a message at the second des-
tination, provided both destinations are directly connected (a condition that typically
holds due to locality), while the distributed protocol, in addition to require destination
groups to communicate, is also exposed to the convoy effect, which further slows down
the delivery of messages [50]. In the third destination, FlexCast latency increases and
the simplicity of a hierarchical protocol algorithm pays off. In both the second and
third destinations, FlexCast may need extra communication steps to receive the neces-
sary ACK messages to deliver a multicast message m, evaluate possible dependencies,
and wait for dependencies to be solved (i.e., waiting for the delivery of previous mes-
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Figure 3.8. Latency per destination (dest.) group when varying locality rate.

sages ordered before m in ancestor groups). Although FlexCast performs worse than
both hierarchical and distributed protocols in the third destination, messages addressed
to three (or more) groups are rare in gTPC-C, a characteristic inherited from TPC-C.

As a consequence of FlexCast’s C-DAG overlay and the fact that each client in the
gTPC-C benchmark is associated with the nearest warehouse, clients send most of their
messages to their home warehouse and to the next nearest warehouse. The rate at
which this phenomenon happens is regulated by the configured locality. Therefore
most messages in the workload have a disjoint destination set. This increases FlexCast’s
advantage over a distributed protocol whenmessages are addressed to two groups if the
groups are placed consecutively in the C-DAG. The hierarchical protocol also benefits
from locality, although as a non-genuine protocol, it introduces communication over-
head, quantified in Section 3.3.5. The locality rate also helps to decrease the number
of auxiliary messages (i.e., ACK and NOTIF) needed by FlexCast to ensure consistency
in the global total order, since interdependencies will be relatively fewer in such a sce-
nario. Table 3.3 shows the latency percentiles (90, 95 and 99) of all destinations when
varying the locality rate for all techniques. Although the hierarchical protocol shows
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Destination
1st 2nd 3rd

Loc. 90p 95p 99p 90p 95p 99p 90p 95p 99p

FC
90% 144.0 279.0 1403.1 398.0 829.0 2243.4 1406.0 2195.0 4542.5
95% 131.0 217.0 1146.0 288.0 671.4 2192.6 1307.2 2231.6 4211.5
99% 132.0 218.0 764.0 227.0 458.0 1562.0 1404.9 1975.7 3583.9

HR
90% 229.0 267.0 311.0 261.0 288.0 403.0 307.0 386.0 408.0
95% 226.0 265.0 307.0 255.0 286.0 403.0 306.0 381.0 405.0
99% 224.0 264.0 303.0 243.0 284.0 402.0 303.0 376.2 406.8

DT
90% 335.0 377.0 452.0 299.0 367.0 444.0 373.0 423.0 527.7
95% 284.0 349.0 417.0 275.0 339.0 406.98 365.0 407.0 528.0
99% 241.0 279.0 370.0 238.0 263.0 355.0 309.5 367.0 415.3

Table 3.3. Latency percentiles in milliseconds for each destination when varying the
locality rate (Loc.) for all three protocols: FlexCast (FC), Hierarchical (HR), and Dis-
tributed (DT).

on average a better performance when aggregating the latencies of all destinations,
FlexCast is more sensitive to locality. In the first destination, FlexCast’s reduces 90p
latency by 9% when increasing locality from 90% to 99%, while the hierarchical proto-
col reduces by 3%. Despite its higher latency, the distributed protocol reduces latency
by up to 29% when increasing locality from 90% to 99%.

The cost of exchanging histories We also evaluate the amount of information required
by each protocol to implement atomic multicast. All protocols propagate the message
payload, as defined by gTPC-C, and protocol-specific information, which in the case
of FlexCast includes histories. Figure 3.9 displays our findings. Graphs at the top
present the number of messages received by each node per second. Graphs in the
middle show the average message size per node. Unlike the other protocols with fixed
average sizes, FlexCast shows an increase in average message size as nodes ascend
the C-DAG topology (see Figure 3.5, C-DAG overlay O1). This is due to higher nodes
requiringmore history data from their ancestors. Graphs at the bottom show the overall
data exchanged by nodes per second.

In summary, our experiments indicate that FlexCast exhibits distinctive behavior,
with higher nodes in FlexCast’s C-DAG exchanging a higher amount of data than lower
nodes. This results in larger messages compared to the other protocols. On average,
a node exchanges 68.5 Kbytes per second in the distributed protocol, 66 Kbytes per
second in the hierarchical protocol, and 79 Kbytes per second in FlexCast.
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Figure 3.9. The amount of information exchanged by each protocol (99% locality, 720
clients).

The overhead of non-genuineness We also evaluate the communication overhead of
non-genuine hierarchical protocols (Figures 3.2 and 3.10). Intuitively, communication
overhead captures the amount of communication involving a group due to multicast
messages not addressed to the group. We express communication overhead as a per-
centage and define it as 1 minus the ratio between the number of payload messages
delivered by a group and the number of payload messages received by the group dur-
ing an execution of the protocol. We focus on payload messages as these are typically
larger than auxiliary messages used in a protocol.

The overhead across groups depends on the tree overlay and the workload. But
while all inner groups in a tree are potentially subject to communication overhead, leaf
groups have no overhead since they are always in the destinations of messages they
receive. Locality also plays a role in communication overhead. A tree can benefit from
locality by directly connecting groups that are near each other. This is the motivation
behind tree T1: as locality increases, T1’s overhead decreases, since communication
will more likely involve directly connected groups (see Table 3.4).
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Tree T3 has lower communication overhead than T1, but this comes at the cost
of penalizing group 6 (i.e., T3’s root), which has to endure 56% of overhead. In T1,
groups 5 and 9 present high overhead as they are roots (lowest common ancestors)
of different subtrees that represent separate geographical regions (America and Asia).
The tree root does not have much overhead since locality is high in groups within the
Europe region. The same is observed in T2, where groups 5 and 7 of disjoint subtrees
present the highest overheads.

Overlay Locality Mean overhead Max

T1

90% 9.16% (11.18) 36%
95% 7.33% (11.12) 36%
99% 5.41% (11.06) 34%

T2

90% 5.75% (11.31) 30%
95% 5.08% (10.50) 30%
99% 4.33% (9.90) 30%

T3

90% 4.66% (16.16) 56%
95% 4.66% (16.16) 56%
99% 4.66% (16.16) 56%

Table 3.4. Mean overhead, standard deviation, andmaximum overhead in hierarchical
trees when varying the locality rate.

Tables 3.2 and 3.4 suggest a tradeoff: trees with the lowest latencies are subject to
higher overhead on average, while trees with worse performance have lower commu-
nication overhead on average.

3.4 Reconfiguring atomic multicast

In the previous section, we presented FlexCast, a state-of-the-art atomic multicast pro-
tocol that assumes a complete directed acyclic graph (C-DAG) overlay [9]. The per-
formance of an overlay-based atomic multicast protocol is sensitive to the workload
characteristics and locality. The workload determines the requests’ destinations and
their distribution; the locality of a workload defines the geographical proximity be-
tween clients and destinations, which affects communication latency. As demonstrated
in Figure 3.6 in the previous section, running an overlay-based protocol using distinct
overlays with the same workload and locality can output different performances. To
avoid static reconfiguration, with the performance consequences of system shutdown
followed by start-up, we propose a dynamic reconfiguration mechanism for changing
FlexCast’s overlay configuration spontaneously.
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We define an optimization model that captures the cost of request ordering and
proposes an overlay better suited to the ongoing workload submitted to the system.
Since both workload and locality may change over the system execution, the model
periodically determines whether an alternative overlay should be in place and, if so,
triggers reconfiguration.

We have extended FlexCast with a reconfiguration scheme and evaluated it in a
WAN environment, as described later. We show that FlexCast’s reconfiguration proto-
col can substantially reduce latency and enhance throughput by transitioning its over-
lay from a non-optimal to an optimized configuration in a geographically distributed
environment. For instance, some of our results demonstrate that throughput increases
by approximately 260% following a reconfiguration, while latency decreases by about
83% for groups representing the bulk of the workload, while remaining stable or ex-
periencing a slight degradation for less frequently addressed groups.

3.4.1 Reconfiguration protocol

FlexCast performs better with workloads that experience some form of locality and,
as the workload changes, its performance can be affected. Therefore, it is impor-
tant to adapt to possible locality changes. Most approaches in the literature adapt
to changing workload locality by migrating objects across partitions, aiming to convert
cross-partition operations into single-partition ones (e.g., [55]). We consider these ap-
proaches orthogonal to FlexCast and focus here on the definition and reconfiguration
of the overlay network used, one of the main aspects of FlexCast.

FlexCast uses a C-DAG overlay built on a total order of groups. When destina-
tion groups are neighbours in this order, coordination to deliver requests is minimal.
Otherwise, delivery may be delayed depending on the number of intermediate groups
involved and the latencies experienced by the network links connecting such groups.
We assume all processes, including servers, clients, and the reconfiguration coordina-
tor (introduced later), start with the same initial C-DAG overlay, constructed based on
a shared total order. This overlay is referred to as the initial configuration. Clients tag
their requests with the configuration they know, starting with the initial configuration.

The general rationale for reconfiguration is to minimize the overall delivery latency
for the ongoing workload. This means that based on (i) the current overlay, (ii) the
average latency between any pair of groups, and (iii) the observed rate of requests to
each possible subset of destinations, which characterizes the workload, a new overlay
is computed. The new overlay is obtained using the minimization function presented
next.

Algorithm 5 takes as input the set of destination groups N , the latencies lat be-
tween groups, and a workload representation WL that includes the frequency of re-
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Algorithm 5 Overlay reconfiguration
1: Input : N {the set of destination groups}
2: Input : Lat(N × N)→ R {latencies among pairs of groups}
3: Input : W L = {(dest, f req) | dest ∈ 2N ∧ f req ∈ N} {for each possible dest., a frequency of reqs}

4: Optimization function (N , Lat, W L) :
5: Minimize: {find among all total orders in N}
6: o ∈ permutations(N) {the one which has minimum}
7:
∑
∀l∈W L maxPathLat(o, l.dest, Lat)× l. f req {sum of longest path per destination

weighted by its frequency in W L}

8: Function permutations(n : set of destination groups) :
9: returns the set of all strict total orders with all elements of n

10: Function maxPathLat(o : a total order in N , d : 2N , lat : Lat) : R
11: returns the latency of the longest path among destinations in d
12: following order o and latencies in lat

quests for each possible destination. Function permutations receives the set of destina-
tion groups N and computes all possible strict total orders4 that can be derived from
N . Function maxPathLat takes as input one possible total order o, a destination set
d, link latencies lat between groups, and returns the longest path (i.e., maximum la-
tency between the lca and the highest group within d) according to the order in o
and latencies in lat . Finally, the optimization function identifies the total order in N
that minimizes the sum of the longest path latencies for each destination, weighted by
its frequency in the workload WL.

To obtain the input parameterWL, each group records the frequency of destination
group sets for all received requests. To coordinate the reconfiguration protocol, we
implemented a separate process called reconfiguration coordinator (RC), which is a
special client connected to all server groups. RC periodically multicasts a CHECKFREQ
query to all groups, which respond with the observed workload, including destination
frequency information, building the parameterWL. Alongside the inputs N , O, and lat ,
process RC can compute the optimization function described in Algorithm 5. Server
groups reset their local frequency information once they reply to a CHECKFREQ, to
ensure that changes in locality are detected more quickly, without interference from
the frequencies recorded in previous iterations.

Once a new overlay o′ is computed, process RC triggers the reconfiguration mech-
anism by multicasting a [RECONFIGURE, o′ ] request with the new overlay defining a
new total order o′ for all server groups. FlexCast ensures that RECONFIGURE messages
are delivered to all groups in the same order. This guarantees that any request sent

4A strict total order is irreflexive.
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under the old configuration is processed before the RECONFIGURE message, ensuring
that all dependencies within the old configuration are resolved before transitioning to
the new configuration. Due to asynchrony, a group can receive a request tagged with
a new configuration that it has not yet recognized or reconfigured. In such cases, the
process temporarily stores these requests in a buffer. Once the group receives the con-
figuration change notification and reconfigures accordingly, the buffered requests are
processed.

When a group is ready to deliver the RECONFIGURE message, it initiates the recon-
figuration process. This process involves several key steps: suspending the handling
of incoming requests, waiting for the lower groups in the new overlay o′ to establish
connections, initiating connections with the higher groups in o′, processing any re-
quests that were previously buffered for the new configuration, and finally, resuming
FlexCast’s normal operation, now handling requests according to the updated configu-
ration.

Since our reconfiguration coordinator only notifies the servers about the new con-
figuration, a client might send a request r tagged with an outdated configuration and
address it to the old r.lca(). When a server receives a request tagged with an old
configuration, it informs the client about the updated overlay o′, instructing the client
to switch to the new configuration and retransmit the request to the appropriate lca
in o′.

3.4.2 Reconfiguration evaluation

This section presents the evaluation of FlexCast’s reconfiguration mechanism. We de-
scribe the environment and benchmarks used, present the results, and summarize the
lessons learned.

Environment and deployment The experimental setup was configured in a private
cluster with 12 servermachines and 24 clientmachines connected via a 1-Gbps switched
network. Eachmachine has two AMDEPYC 7282 16-core processors and 32GB of RAM.
The software installed on the machines was Linux Ubuntu 18.04 (64 bits) and 64-bit
Java virtual machine version 11.0.3. Machines communicate via TCP.

Our FlexCast evaluation aims to understand the behavior of the considered proto-
cols in geographically distributed deployments subject to realistic workloads, and how
our reconfiguration scheme can affect system performance. We consider an emulated
wide-area network that models Amazon Web Services (AWS), the same as depicted in
Figure 3.5. The first reconfiguration experiments ran in a deployment with 3 server
groups, distributed alongside 3 AWS regions (Canada, N. Virginia, and São Paulo),
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as depicted in Figure 3.11. We also executed experiments with 6 server groups (Fig-
ure 3.15), running in a deployment with 6 AWS regions spanning 3 continents (Amer-
ica, Europe and Asia).

To evaluate the system, we again employed our gTPC-C benchmark, a geograph-
ically distributed locality-aware benchmark, inspired by the well-established TPC-C
benchmark [29], in which TPC-C warehouses are translated into groups, deployed in
one or more AWS regions, and TPC-C transactions into requests multicast to their corre-
sponding warehouses (see Section 3.3.5 for more details). Clients operate in a closed
loop issuing one transaction at a time and are deployed in the same region as their
home warehouse. Experiments last for a period of approximately one to two minutes,
depending on the scenario, in which clients collect and store performance data. We dis-
card the first and last 10% of the data collected during the experiment to avoid possibly
noisy data during warm up and end of execution. We conducted experiments expos-
ing the system to workload locality changes. We analyzed how our reconfiguration
protocol responds to these changes.

The impact of reconfiguration In these experiments, our RC process operates period-
ically (approximately every 10-seconds) calculating possible optimized overlays for the
current workload. The workload is determined as follows: {[0,1] = 32.6%; [0,2] =
59.2%; [1,2] = 4.6%; [0,1, 2] = 3.5%; }, where [x , ..., y] = z% means that re-
quests are multicast to destination groups x , ..., y with probability z.
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Figure 3.11. Initial configuration C1 (left); and configuration C2 (right), computed by
Algorithm 5, for an overlay with 3 groups.

Initially, the system is set up with configuration C1, unfavorable for the workload
(Figure 3.11, left). For instance, one reason making configuration C1 suboptimal for
the given workload is that a significant portion (32.6%) of the requests are sent to
groups 0 and 2. This leads to potential auxiliary messages being routed from group 0
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to group 1 and then from group 1 to group 2 (a path with high latency) before group
2 can deliver those requests. After around 10 seconds, the reconfiguration protocol is
activated, the algorithm determines a new overlay optimized for the current workload,
and the system adopts this new configuration C2 (Figure 3.11, right).

During reconfiguration (gray areas in Figure 3.12), the system undergoes a pe-
riod of performance instability, as evidenced by disruptions in both throughput and
latency plots. This instability arises because servers are executing the reconfiguration
steps (i.e., allocating new data structures, managing new connections, and processing
buffered requests). Moreover, in our protocol, clients must identify and adapt to the
new configuration during communication with servers. When a client sends a request
based on the old configuration, the server informs the client of the new configuration.
The client must then retransmit the request according to the new configuration.
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Figure 3.12. The impact of reconfiguration on system performance. Left column: sys-
tem throughput in requests per second (top) and average latency perceived by the
clients in milliseconds (bottom); middle and right columns: the 90th percentile la-
tency per destination group. All plots show data for configurations C1 and C2, while
the reconfiguration protocol runs 10 seconds into the execution. Gray area is the re-
configuration interval.

After this period of performance instability, the system’s throughput improves and
the response latency for clients significantly decreases (Figure 3.12, top left). Since
clients execute in a closed loop, the lower latencies of configuration C2 lead to aug-
mented throughput. Results in Figure 3.12 show a significant reduction in request
latencies for destinations [0,2] and [0,1,2]. With configuration C2, for destinations
[0,2], the lca group 0 can send requests directly to group 2 without involving group
1. This eliminates auxiliary messages traversing the high-latency path between groups
0, 1, and 2. As a result, group 2 can immediately deliver those requests without waiting
for ACK messages from group 1, streamlining the communication process.

Regarding destinations [0,1, 2], the latency improvement is attributed to changes
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in the role of intermediary groups. In the previous configuration, group 1 was the
intermediary, and it was also the group with the highest latency, making the path for
receiving requests from group 1 and sending ACKs to group 2 themost latency-intensive.
However, in the new configuration, group 2 serves as the intermediary. It receives the
request from the lca group almost immediately and sends its ACK message in parallel
with the lca group’s request to group 1. This parallel processing allows group 1 to
receive both the request and the ACK message nearly simultaneously, resulting in a
total path latency that is significantly reduced compared to the previous configuration,
resulting in better communication flow and reduced delays, leading to better system
performance.

Figure 3.13 showcases FlexCast’s capability to adapt to workload changes through
multiple reconfigurations. Initially, when the system detected suboptimal performance
with the initial overlay, it reconfigured to a more suitable one, resulting in improved
throughput and reduced latency. Subsequently, a shift in workload locality, driven by
clients, led to decreased performance. In response, the system’s monitoring process
identified changes in request destination frequencies, recalculated a new overlay, and
successfully enhanced overall system performance again.
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Figure 3.13. Execution of our reconfiguration protocol (gray area intervals) dynamically
adapting FlexCast to different workload localities.

Impact on auxiliary messages As demonstrated in Figure 3.14 (left), despite the aug-
mented throughput of configuration C2, the number of auxiliary messages (ACKs and
NOTIFs) decreases, which also contributes to the overall system performance. Figure
3.14 (middle) also reveals a shift in each group’s data traffic per second. Specifically,
groups 1 and 2 experience an inversion in data volume as their positions in the C-DAG
hierarchy change, with the group at the end of the hierarchy typically receiving more
data due to request histories and auxiliary messages. All groups see an increase in
volume due to the augmented throughput of C2.

Additionally, the internal size of the dependency processing history graph expands
for all groups (Figure 3.14, right) because there is more throughput in the system.
This phenomenon benefits groups lower in the hierarchy. These groups gain more
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Figure 3.14. The impact of reconfiguration on auxiliary messages (left), data volume
(middle), and size of internal data structure (a graph) used to compute dependencies
in a group (right). Gray area is the reconfiguration interval.

frequent access to locally available dependency information rather than waiting for this
information to arrive via auxiliary messages. This streamlines processing and enhances
efficiency by reducing the need for inter-group communication for dependency data.

Increasing system size We also conducted experiments with different numbers of
groups in the system. Figure 3.15 presents the results for an execution with 6 groups,
where we only show the groups that experienced the most significant latency impacts.
Groups not shown experienced negligible changes.

We notice that with more groups in the system, reconfiguration can disproportion-
ately benefit certain groups over others, depending on the request frequencies in the
workload. This is evident as, despite a significant increase in overall system through-
put (Figure 3.15, left), the latency improvements are not uniformly distributed across
all groups. However, destinations [0,2], which show a substantial improvement in la-
tency (Figure 3.15, middle), account for the largest portion of the workload requests,
explaining the marked increase in throughput. Additionally, the number of auxiliary
messages also decreases significantly (Figure 3.15, right) after the reconfiguration.

 0

 500

 1000

 1500

 2000

 2500

 0  20  40  60  80  100  120

T
h
ro
u
g
h
p
u
t 
(o
p
s
/s
e
c
)

Time (sec)

 0

 100

 200

 300

 400

 500

 0  20  40  60  80  100  120

Group [1,2]
Group [0,2]

Group [0,1]
Group [0,1,2]

L
a
te
n
c
y
 
(m
s
)

Time (sec)

 0

 50

 100

 150

 200

 250

 300

 350

 

0

 

20

 

40

 

60

 

80

 

10
0

 

12
0

Acks
Notifs

M
s
g
s
/s
e
c

Time (sec)

Figure 3.15. Reconfiguration performance with 6 groups and 98% locality rate. Gray
area is the reconfiguration interval.

The cost of optimization Table 3.5 presents a comparative analysis of the perfor-
mance of our optimization function, detailed in Algorithm 5, across various system
configurations with different numbers of groups. The table displays the average time,
in seconds, required to compute a new overlay based on observed workload destination
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frequencies and the system’s size. We implementend a single and a multi-threaded ver-
sion of our optimization function. Our observations indicate that while the time needed
to compute a new overlay for systems with 3 to 9 groups remains relatively short, it
increases significantly as the system size increases, in both versions. This issue arises
because the current procedure implemented for Algorithm 1 performs an exhaustive
search of all possible overlays. The algorithm could be designed to be more efficient if
approached with heuristic methods. However, we did not pursue this optimization be-
cause the computation is handled in the background by a separate process, which does
not impact the system’s responsiveness. Additionally, in large-scale networks such as
AWS, having more than 12 regions is generally unnecessary to represent remote areas
sufficiently to cover the entire globe.

3 groups 6 groups 9 groups 12 groups
Multi-thread 0.14 0.17 0.65 423.02
Single-thread 0.14 0.16 1.45 2452.48

Table 3.5. Mean execution time (in seconds) of our optimization function when varying
the system size, for single and multi-threaded versions.

3.5 Related work

In this section, we present a comprehensive overview of atomic multicast and recon-
figuration protocols proposed in the literature, highlighting their core mechanisms,
strengths, and limitations.

3.5.1 Atomic multicast

One of the earliest approaches to atomic multicast, proposed by D. Skeen [13], involves
a timestamp-based coordination among message recipients. In this protocol, a multi-
cast message m is first sent to all its destinations. Upon receiving m, each destination
assigns it a local timestamp and forwards this timestamp to the other recipients. Once
a destination has gathered timestamps from all recipients, it computes the message’s
final timestamp as the maximum of the collected values. Messages are then delivered
in the order of their final timestamps. Although this protocol ensures genuineness, it
lacks fault tolerance.

Several atomic multicast protocols extend Skeen’s ordering technique to tolerate
failures [23], [39], [50], [69], [86]. In all these protocols, the idea is to implement
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destinations as groups of processes. Thus, messages are addressed to one or more pro-
cess groups, instead of a set of processes, as in the original protocol. Although some
processes in a group may fail, each group acts as a reliable entity, whose logic is repli-
cated within the group using state machine replication [90]. Recent protocols aim at
reducing the cost of replication within groups while keeping Skeen’s original idea of as-
signing timestamps to messages and delivering messages in timestamp order. FastCast
[23] improves performance by optimistically executing parts of the replication logic
within a group in parallel. WhiteBox atomic multicast [50] uses the leader-follower
approach to replicate processes within groups. RamCast [69] relies on distributed
shared memory (RDMA) to reduce latency.

Delporte and Fauconnier [30] present a genuine distributed atomic multicast pro-
tocol that does not rely on exchanging of timestamps to order messages. The protocol
assigns a total order to groups and relays messages sequentially through their destina-
tion groups following this order. A multicast message m is initially sent to the lowest
group in m.dst according to the total order. When the group receives m, it uses con-
sensus to order and deliver m inside the group, then m is forwarded to the next group
in m.dst, according to the total order of groups. A group that delivers m can only or-
der the next message once it knows m is ordered in all groups in m.dst, which is after
it receives an END message from the last group in m.dst. Although the dissemination
of the message follows an order, the END message returns to each group involved and
therefore the protocol is a distributed atomic multicast protocol. Besides needing n+1
steps to deliver a message, where n is the number of destinations of the message, since
groups remain locked until the END message arrives, this protocol is affected by the
convoy effect [2].

Some protocols restrict process communication by means of a tree overlay that
determines how groups can communicate (e.g., [22, 42]). To order a message m using
a tree, m is first sent to the lowest common ancestor group among those in m.dst, in
the worst case the root of the overlay tree. Then, m is successively ordered by the lower
groups in the tree until it reaches all groups in m.dst. An important invariant is that
lower groups in the tree preserve the order induced by higher groups. Although simple,
this protocol is not genuine since a message may need to be ordered by a group that is
not in the destination set of the message. While the tree-based protocol proposed by
Garcia-Molina and Spauster [42] does not tolerate failures, ByzCast [22] canwithstand
Byzantine failures.

The Arrow protocol [63] is a non-fault tolerant tree-based protocol that targets
open groups. It emerges from the combination of a reliable multicast protocol with
a distributed swap protocol. Arrow assumes a graph G and a spanning tree T on G.
Initially, each node v in T has l ink(v) that is its neighbour in T or itself if v is a
sink (initially only the root of T ). To multicast m a node v sends a message through
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l ink(v), which is forwarded to the root of the tree. By definition, the root has sent
the last message before m. As the message is forwarded, edges change direction and
v becomes the new root (that has sent the last message, which now is m). Although
genuine, this procedure may result in swap messages traversing the diameter of T and
only then a multicast, using an underlying reliable multicast, is issued.

Restricting communication as in a tree may lead to simpler atomic multicast algo-
rithms. Moreover, if communication needs to be authenticated, as in Byzantine fault-
tolerant protocols, a tree overlay requires fewer keys to be maintained and exchanged
between processes than a distributed fully connected protocol. Finally, a fully con-
nected protocol is a reasonable assumption in systems that run within the same admin-
istrative domain (e.g., Google’s Spanner [26]). In other contexts (e.g., decentralized
systems), however, multiple entities from different administrative domains collaborate
but do not wish to establish connections with all other domains.

3.5.2 Reconfiguration

We are unaware of any works that address overlay reconfiguration of atomic multi-
cast protocols. However, overlay reconfiguration has ben used to improve network
security [33], network fault tolerance [80] and reliability of publish/subscribe sys-
tems [82]. In other context, reconfiguration of the set of replicas implementing the
system has been used in many different distributed protocols, such as state machine
replication [12, 90], quorum systems [3] and blockchains [10].

3.6 Conclusion

Here we summarize our key findings and contributions toward enhancing the perfor-
mance of communication abstractions in SMR systems. Our first contribution intro-
duced a new property, quiescence, to refine the minimality property, ensuring the
integrity of genuine atomic multicast protocols by preventing unnecessary communi-
cation, and FlexCast, the first genuine overlay-based atomic multicast protocol, de-
signed to reduce latency without incurring the communication overhead typical of
non-genuine solutions. We thoroughly analyzed FlexCast’s behavior across diverse ex-
perimental conditions and demonstrated its advantages over state-of-the-art atomic
multicast protocols in geographically distributed deployments.

Our second contribution was the design and implementation of a dynamic recon-
figuration mechanism for FlexCast. This extension enables the protocol to adapt its
communication overlay in real time based on workload locality and system conditions.
Through careful evaluation, we showed that this mechanism leads to substantial per-
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formance improvements in dynamic environments, making FlexCast not only efficient
in static topologies but also robust and responsive to change.

3.6.1 FlexCast

As overlay-based, FlexCast accounts for reduced connectivity in different deployment
scenarios. As genuine, it favors geographical locality and avoids communication over-
head. To combine both aspects, FlexCast assumes a complete DAG overlay. Since mes-
sages may enter the overlay at different groups (nodes) of the DAG, each group takes
local ordering decisions. We draw the following conclusions from our experimental
evaluation:

• FlexCast is more sensitive to the chosen overlay than the hierarchical protocol
when it comes to latency. The chosen tree, however, has an impact on the hier-
archical protocol’s communication overhead.

• FlexCast consistently outperforms the distributed protocol (a genuine algorithm)
in all configurations experimented. FlexCast performs better than the hierarchi-
cal protocol in the first destination group and worse in the latency of the second
and third destinations. However, messages addressed to three (or more) groups
are rare in TPC-C and gTPC-C. As a genuine protocol, FlexCast has no commu-
nication overhead (Section 3.3.5), in contrast to a hierarchical protocol.

• The hierarchical protocol has a tradeoff between latency and communication
overhead. Although communication overhead is inherent to non-genuine atomic
multicast protocols, in the hierarchical protocol, trees with the best performance
have the highest overhead and vice-versa.

One interesting challenge solved by FlexCast and not yet addressed by other atomic
multicast protocols is how to ensure global acyclic order out of local ordering infor-
mation from different groups. This is achieved using a sophisticated history-based
protocol. We presented FlexCast’s design, its implementation, and proposed a new
benchmark to evaluate it: gTPC-C integrates geographical distribution and locality to
the well-known TPC-C benchmark. FlexCast shows important latency reduction in ge-
ographically distributed settings when compared to a latency-optimum genuine atomic
multicast algorithm and a non-genuine hierarchical protocol.

3.6.2 FlexCast’s reconfiguration

In this second contribution, we extended FlexCast with a reconfiguration mechanism.
We proposed, implemented, and evaluated FlexCast’s reconfiguration scheme, enabling
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it to dynamically adapt to workload shifts. We show that our reconfiguration protocol
delivers a system able to dynamically adapt to the changing demands of the work-
load, outputing better performance as system conditions evolve, making the system
well-suited for dynamic environments. We draw the following conclusions from our
experimental evaluation:

• Our reconfiguration protocol allows FlexCast to adapt to the locality of the cur-
rent workload and modify its communication overlay in real time, resulting in
significantly improved performance with the newly proposed configurations.

• Although the overall system performance is not significantly impacted, the al-
gorithm for calculating a new configuration becomes inefficient as the number
of groups increases. However, this issue could be addressed by employing an
alternative approach that uses heuristics rather than brute force to determine a
new overlay.

3.6.3 Final remarks

Overall, our results validate the design goals of FlexCast: to deliver low-latency atomic
multicast in geographically distributed systems without incurring communication over-
head. By combining a C-DAG overlay structure with a genuine, quiescent execution
model and a dynamic reconfiguration mechanism, FlexCast proves to be a flexible and
efficient solution for modern distributed systems. Its ability to adapt to workload lo-
cality and evolving deployment conditions makes it a promising direction for future
dependable SMR systems.



Chapter 4

State Management in SMR Systems

Despite its success (e.g., [16, 26, 44, 56]), SMR remains complex to implement, and its
overall performance is often constrained by the efficiency of its internal components.
In this chapter, we are particularly interested in one of its specific components that is
responsible for state management and synchronization in SMR systems.

In an SMR architecture, state synchronization is a key component impacting overall
performance. It ensures that all correct replicas maintain a consistent internal state.
State synchronization is crucial when a replica joins the system, recovers from a failure,
or needs to catch upwith faster replicas. As part of the state synchronization procedure,
a replica receives the application state from one or more operational replicas. Many
classic replication libraries delegate the responsibility of maintaining the state to the
application level (e.g., [12]). As a result, the replication library itself is not responsible
for managing the application state, which often leads to unsatisfactory performance
during state synchronization, especially in the presence of Byzantine failures.

In this chapter we propose a shift in how SMR frameworks handle state manage-
ment and synchronization, advocating for the integration of advanced data structures
into SMR systems to enhance state management. We identify two key aspects that
should be part of such data structures: clustering and self-validation.

Clustered data structures, in which data is logically grouped or partitioned (i.e.,
sharded) to improve locality and enable efficient verification, are widely used in au-
thenticated, concurrent, and cache-aware systems [19, 46, 70, 96]. These structures
are particularly advantageous in our scenario because they allow data integrity to be
proven at any moment, ensuring security even under adversarial conditions. Moreover,
unlike traditional Byzantine Fault Tolerant (BFT) systems, which require a quorum to
validate reads or provide proofs, clustered structures can operate with a single opera-
tional replica, thereby improving performance while maintaining robustness.

Under malicious threats, a self-validating clustered data structure, in which data
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is partitioned and each cluster contains sufficient metadata for standalone integrity
verification, enables replicas to verify data concurrently. Honest replicas can quickly
detect invalid clusters, blacklist a Byzantine replica, and refetch corrupted clusters from
another source. In contrast, a regular data structure can only detect corruption after
downloading the entire state, resulting in significantly longer synchronization times
and increased data transfer.

We illustrate our proposed approach introducing two novel data structures: B+AVL
tree and SVCSKIPLIST. A B+AVL tree is a novel cluster-based data structure inspired
by AVL* [41] and Merkle B+Trees, building on their advantages while avoiding their
shortcomings. A SVCSKIPLIST is a self-validating clustered skiplist. Skiplists are widely
used data structures for implementing key-value stores, with notable applications in
systems such as LevelDB (Google) [49], RocksDB (Facebook) [36], and Redis [87]. One
of their main advantages is the simplicity of providing interfaces that support essential
operations such as search, insert, and delete, making them ideal for application-level
use. We implemented both proposed data structures and evaluated them in different
settings, showing that they achieve better performance than state-of-the-art baseline
approaches in many scenarios, especially in the presence of Byzantine failures.

4.1 Self-validating and clustered data structures

A self-validating data structure is one that inherently includes mechanisms or metadata
to verify its correctness and integrity. Merkle trees or similar balanced (AVL) trees
(e.g., Merkle-Patricia trees [94]) are self-validating data structures typically used in
blockchains. In addition to providing efficient data access, these structures empower
replicas with the ability to prove the integrity of the state to the clients. In a Merkle-
tree, each leaf holds a piece of the state and its hash, and each inner node holds the
hash of its children. Merkle trees provide succinct proofs of data integrity of any node
of the tree. One can prove in logarithmic time and space that a leaf v belongs to the
tree by providing the hash of the siblings of the tree nodes in the path from v to the
tree’s root.

A clustered data structure is an arrangement where related data elements are
stored together, typically to optimize access patterns or improve cache performance
(e.g., [19]). This is often achieved by grouping data based on specific attributes or
keys. Merkle trees allow data to be clustered into smaller chunks (e.g., [41]), each
of which can be independently validated. This means that during state transfer, the
receiving replica can verify the integrity of the data received by checking hashes at vari-
ous levels of the tree. If any part of the data has been tampered with or corrupted, it can
be identified and isolated without compromising the entire state. This self-validation
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mechanism not only enhances the reliability of state transfer but also improves the effi-
ciency of the process, as only the invalid portions of the state need to be re-transferred
and re-validated.

Moreover, clustered data structures can significantly improve the efficiency of se-
rialization and deserialization. In some blockchain systems, for instance, entries from
a tree data structure are grouped into batches, allowing the system to serialize and
deserialize these batches rather than processing each entry individually. This batching
approach reduces overhead and accelerates state synchronization, leading to better
overall performance. Peers in CometBFT, for example, use AVL+ trees (see Section
4.2.1) for state management [27]. A peer serving a snapshot traverses the tree, groups
tree nodes into clusters, and serializes the whole cluster. Serializing a cluster that
contains multiple tree nodes is significantly more efficient than serializing each node
individually. This efficiency arises from grouping all the nodes within a cluster together
in contiguous memory, which streamlines the serialization process.

When nodes are stored contiguously, the entire cluster can be serialized in a single
operation, eliminating the need for looping through individual nodes. In contrast, if
a binary tree is used where nodes are scattered across memory, each node must be
serialized separately, requiring a loop to iterate through all nodes. Figure 4.1 com-
pares the performance of serializing and deserializing a tree using the two techniques,
clustered data and individual data items. Both serialization and deserialization ben-
efit significantly from clustered nodes, and the advantage increases with cluster size.
The clustered approach outperforms the serialization and deserialization of individual
nodes by a factor of 26× when clusters contain 4096 data items, and by a factor of
nearly 6× when clusters contain 1024 data items.
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Figure 4.1. Time to fully serialize (left) and deserialize (right) a clustered and a regular
tree with 1 million elements, and various cluster sizes (each element is 512 bytes).

Although clustering speeds up serialization and deserialization, it introduces the
overhead of building clusters during state transfer. A more aggressive alternative is to
use data structures naturally organized around larger data units, such as AVL* trees
[41] and Merkle B+Trees [40], where a peer serving a snapshot can avoid on-the-fly
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tree traversal and cluster construction. Recovering peers also benefit by not needing to
allocate individual tree nodes.

In addition to (de)serialization efficiency, clustered structures offer another crucial
advantage in Byzantine settings. When state is organized into independently verifi-
able clusters, corrupted clusters can be detected immediately upon receipt, without
requiring the download of the entire tree or structure. This enables early detection
and rejection of invalid data, significantly speeding up recovery. In contrast, non-
clustered structures must often download and process the complete structure before
validation can occur, exposing systems to much higher delays and inefficiencies when
facing faulty or malicious peers.

We begin by proposing a specialized data structurewithin the context of blockchains,
a specific instance of state machine replication (SMR) systems, using a Merkle-tree-like
structure. We then generalize this approach by extending it to broader SMR systems,
where we aim to integrate these advanced data structures to improve state manage-
ment and synchronization. Moreover, we explore adapting other types of data struc-
tures beyond AVL trees to support clustering and self-validation.

4.2 B+AVL trees: efficient blockchain state synchroniza-
tion

In this section, we address state transfer in blockchain systems. Similarly as in generic
SMR systems, it occurs when a peer recovers from a failure or joins the blockchain
network. To catch up with the rest of the system, the peer must update its state to
match the operational peers. Modern blockchain systems (e.g., [27, 94]) use periodic
snapshots of the system state to improve state transfer performance. A recovering peer
first downloads a recent snapshot and subsequent blockchain data (i.e., full blocks or
block headers containing summaries). The peer installs the snapshot and then replays
the transactions that occurred after it to fully reconstruct the current system state.

In many blockchain systems, peers store state in a special data structure, such as a
Merkle tree [76] or Merkle-Patricia-tree [94]. In Tendermint’s AVL+ trees [1], every
leaf node stores a cryptographic hash of its data, and every inner node stores a hash
calculated from the hash of its children. A recovering peer can validate a snapshot by
computing the root hash of the Merkle tree and comparing it with the root hash stored
in the trusted block header.

To decrease the time it takes for a new peer to join the blockchain, a snapshot can
be divided into clusters, each containing multiple tree nodes, and a recovering peer
can download clusters from many operational peers concurrently. Variations of this
technique have been implemented by both blockchain (e.g., [28]) and Byzantine-fault
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tolerant state machine replication systems (e.g., [11, 12, 18]). Some approaches have
been proposed to improve the performance and robustness of this scheme [40, 41].
Building clusters from the state tree to serve a recovering peer and rebuilding tree
nodes from clusters can be an expensive operation involving tree traversal, serializa-
tion, and deserialization of tree nodes. This cost can be substantially reduced by storing
the system state in “cluster-based” data structures, as in AVL* trees [41] and Merkle
B+Trees [40]. While AVL* trees embed state subtrees into clusters, Merkle B+Trees
store the leaves of a cell in a cluster. In both cases, a peer serving the state to a recov-
ering peer must only traverse and serialize the list of existing clusters. The recovering
peer receives large data units, saving resources similarly to batching [38], and avoids
allocating individual tree nodes by relying on clusters.

In this context, we introduce B+AVL trees, a novel cluster-based data structure in-
spired by AVL* and Merkle B+Trees, building on their advantages while avoiding their
shortcomings. B+AVL trees are balanced binary trees that use rotations, like AVL trees,
and integrate Merkle hashes to enable individual validation of nodes and subtrees, as
in AVL* trees. However, in AVL* trees, maintaining balance through rotations can
affect cluster roots, often requiring cluster splits before or after rotations and adding
significant complexity. B+AVL trees, inspired by B+Trees, avoid these complications
by filling clusters sequentially and splitting them when full, without requiring complex
cross-cluster rotations. They are more space-efficient than AVL* trees, allowing clus-
ters to store more data, and they provide more compact validation proofs than Merkle
B+Trees.

Table 4.1 compares the main properties of blockchain data structures discussed in
this section. It highlights the size of cryptographic proofs (proof size) and whether it
supports self-verifiable clusters. The proof size denotes the total number of elements
(hashes) required to verify the inclusion of a specific entry in the tree. The comparison
considers AVL+ trees, AVL* trees, Merkle B+Trees, and B+AVL trees, where n denotes
the total number of entries in a tree, and b the number of entries in a B-tree cell.

Data structure Proof size Self-verifiable clusters
AVL+ tree O (log2n) no
AVL* tree O (log2n) yes

Merkle B+Tree O (logbn · b) yes
B+AVL tree O (log2n) yes

Table 4.1. Blockchain data structures (n: number of entries, b: entries in a B-tree cell).
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4.2.1 AVL* trees and Merkle B+Trees

AVL* trees extend AVL and AVL+ trees. An AVL tree is a self-balancing binary tree
where the heights of a node’s children differ by at most one. When this balance is
violated (after insertions or deletions), rotations restore it, ensuring logarithmic-cost
search, insertion, and deletion operations. Insertions may require up to two rotations;
deletions can require rotations proportional to the tree’s height. An AVL+ tree is a
variant where only leaves store values; inner nodes exist only in memory and can be
recomputed from the leaves, reducing persistent storage needs.
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Figure 4.2. Different data structures used to store state in a blockchain peer: (a) AVL*
tree and (b) Merkle B+Tree. (Circles depict keys and values, white squares contain
inner keys, used to navigate the data structure, gray area represents data clusters.) The
proof that 7 is a valid element in the AVL* tree includes hashes h8, hc, hd and h f , while
in the Merkle B+Tree the proof includes hashes h5, h6, h8, ha and hb (highlighted in
yellow).

AVL* trees [41] are AVL+ trees where leaves are batched into larger data structures
(i.e., clusters) to improve state management and synchronization (see Figure 4.2 (a)).
To provide a proof of integrity of any element of an AVL* tree (i.e., leaf), tree nodes are
labeled with cryptographic hashes, leading to what is known as a hash tree or Merkle
tree. In a Merkle AVL tree, each leaf has the hash of its value, and each inner node has
the hash of its children. In Figure 4.2 (a), the highlighted hashes h8, hc, hd , and h f form
the proof required to verify the inclusion of leaf 7 in the tree. These hashes are kept
up-to-date as the tree evolves, and to retrieve them, a peer traverses the path from the
leaf to the root, collecting the sibling hashes along the way. During validation, a peer
uses these hashes to reconstruct the path up to the root and compares the resulting
root hash to the trusted root hash stored in the corresponding block header. If the
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computed and stored root hashes match, leaf 7 is confirmed as a valid entry. A proof
in a Merkle AVL tree has size O(log2 n), where n is the number of tree leaves.

B-trees generalize binary trees by allowing each inner node to have between dm/2e
and m children, where m is the tree order [61]. All leaves are at the same level,
and searches, insertions, and deletions have logarithmic time complexity. B-trees are
designed for storage and communication efficiency by configuring cell sizes via the tree
order. In a B+Tree, internal nodes store copies of the keys, while leaves store keys and
values; leaves may also include pointers to their successors for faster sequential access.

Differently from AVL* trees, which require sophisticated algorithms to maintain
parts of the tree in clusters without violating tree invariants, Merkle B+Trees are a
straightforward variation of B+Trees, extended to provide proofs of integrity [40].
Each entry in a leaf cell has the hash of its value, and each entry in an inner cell has
a hash computed based on the hash of its children. In Figure 4.2 (b), the integrity of
leaf 7 can be checked with hashes h5, h6, h8, ha and hb. A proof in a Merkle B+Tree
has size O(b× logb n), where n is the number of leaves in the tree and b the number
of elements in a cell.

Discussion Both AVL* trees and Merkle B+Trees improve blockchain data manage-
ment and state synchronization by embedding clustering into the tree structure. Cluster-
based designs enable efficient data serialization and deserialization, reducing commu-
nication overhead. Another advantage is the use of self-verifiable clusters: a recovering
peer can immediately validate a cluster upon receipt by checking an embedded subtree
root proof [41], without rebuilding the full tree. This significantly improves recovery
performance in the presence of malicious peers, which might otherwise delay synchro-
nization by serving invalid data (see Section 4.2.3).

4.2.2 The B+AVL tree

The B+AVL tree is an advanced data structure designed for efficient storage, search,
and proof generation over large collections of key-value pairs. It combines features
of self-balancing binary search trees (like AVL trees) and clustered leaf storage (as in
B+Trees), allowing both efficient updates and compact proofs. The B+AVL tree main-
tains balance across two levels: the global tree structure and the internal organization
of clusters within leaves.

B+AVL tree structure A B+AVL is a tree at two levels. Firstly, it is a self-balancing
binary search tree with each inner node containing the hashes of its two child nodes
and a copy of the smallest key in their right subtree (see Figure 4.3). Differently from
an AVL* tree, however, leaf nodes do not only host space for a single key-value pair.
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Figure 4.3. The B+AVL tree. Gray area represents data clusters, circles depict keys,
octagons contain inner keys, white squares are hashes that build up a logical tree. The
proof that 7 is a valid element contains hashes h8, hi, hd and h f .

Instead, leaf nodes are implemented like B+Tree leaf nodes, effectively representing a
cluster of data. This allows to have clusters in contiguous memory for efficient serial-
ization. When a cluster is full, it is split and the two halves are hosted in two new leaf
nodes. A new inner node is then added to link the leaves.

To avoid linear terms in the size of a proof for individual elements, which would be
introduced by the flat clusters, each cluster is augmented with an additional, in-cluster,
hash tree. This is not a search tree and its sole purpose is to provide logarithmic-
sized proofs to elements of a cluster. We refer to the root of this tree as the cluster
root. A cluster root provides the first elements of the hash proof for a whole cluster.
When a cluster proof and the proof of an element within a cluster are concatenated, a
logarithmic-sized proof for element within the overall tree is obtained.

A B+AVL tree rotates inner nodes by treating the leaves containing a cluster, no
matter the size, as a unit. Like an AVL tree, the height of two child nodes can differ
by 1 at most. However, because a cluster vary from being half-full to full, the height
difference between child nodes in the in-cluster tree can also differ by up to 1. Conse-
quently, after expanding clusters in the logical tree view, the height difference between
the children of any node in a B+AVL tree can be up to 2, compared to the maximum
difference of 1 in an AVL tree. This, however, avoids the complex rotations across
clusters that a AVL* tree needs to undergo to stay balanced.
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B+AVL clusters A B+AVL tree represents a key-value store with fixed-sized keys and
variable sizes values. Each cluster contains three arrays for keys, values and hashes
respectively. The keys array has known size and contains sorted keys. Each key is
augmented with the size and starting position of the corresponding value in the values
array. This permits new values to simply be appended to the values array and limit data
movement during insertions. We pre-allocate an estimated size for the value array and
if the overall size is surpassed, the array is re-allocated. For a cluster with M keys,
the hashes array contains 2M − 1 entries to represent the nodes of in-cluster hash
tree in flat memory. The first half of this array contains the hashes of inner nodes of
the tree embedded in the cluster, while the second half contains direct hashes of key-
value pairs. Thanks to the splitting mechanism, it is easy to link consecutive clusters
to simplify range queries.

Searches and proofs To find a value, the inner nodes are traversed until a leaf node
is reached. During this traversal, a cluster proof can be obtained by keeping track of
the hash values of the sibling’s hash for each node encountered. Within the cluster,
the value is retrieved with a binary search in the keys array. Because the in-cluster
tree is not a search tree, the proof for the specific element can not be obtained while
searching. Instead, one must traverse the in-cluster hash tree upwards knowing the
parent relationship1 of each node. A proof of an individual element is obtained by
concatenating the cluster proof and the element proof within the cluster. For instance,
in Figure 4.3, the integrity of leaf 7 can be checked with hashes h8, hi, hd , h f , and the
root hash in the block header.

B+AVL tree rebuild To rebuild the tree, a peer must request all clusters, in any order,
and validate them individually. To do that, the key and value arrays are deserialized,
and the in-cluster tree is recomputed by the recovering peer. Then, using the computed
cluster root, the cluster proof provided by a correct peer will allow the recovering peer
to ensure its validity. For instance, in Figure 4.3, cluster #1 can be proved with hashes
hd and h f . Once all clusters are deserialized, those need to be sorted and the inner
tree structure can be rebuilt. Since this internal structure contains only hashes and key
copies, without any actual data, and all data has been previously verified, the integrity
of the reconstructed tree is guaranteed, eliminating the possibility of an invalid overall
structure. To ensure the same tree structure is obtained, we must note that every inner
node of the B+AVL tree contains a copy of the smallest key in the left-most cluster of
its right subtree. The inner node is found at a certain height in the tree structure and
keeping track of this key height information in all clusters is enough to fully encode

1For a 0-indexed array, parent(i) =
�

i−1
2

�
.
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and hence rebuild the structure of the inner tree. The same approach is used in the
AVL+ and AVL* trees.

4.2.3 B+AVL tree evaluation

We now provide technical details about the data structures implementation and the ex-
perimental setup. We then compare B+AVL trees to competing approaches considering
performance, proof size, space efficiency, and state synchronization aspects.

Implementation and setup We implemented prototypes of all data structures in Go.
Our implementations are based on Tendermint’s AVL+ tree [1], retaining only essen-
tial features. We use Amino (a Proto3 subset) for serialization. The implementation
of the B+AVL tree is publicly available to support reproducibility and further experi-
mentation2. We evaluate four data structures: B+AVL, AVL*, B+Tree, and a baseline
AVL+ implementation, from now on called Baseline, in which clusters are filled with
serialized leaves until the target size, possibly spanning subtrees and lacking proof
validation.

We evaluate the data structures in both standalone and distributed scenarios. The
standalone tests focus on insertion/search performance, proof sizes, and space use. In
the distributed setting, we assess state synchronization costs and resilience to Byzantine
attacks. A recovering peer uses a scheme like the one used in AVL* [41] to track
cluster indices and detect when the full tree is retrieved. We simulate an attack where
a malicious peer corrupts random clusters. Our benchmarks compare B+AVL to the
Baseline tree, which must refetch the entire state upon attack, highlighting B+AVL ’s
efficiency under such conditions.

The standalone experimental setup is composed of a machine equipped with two
AMD EPYC 7282 16-Core processors, 32 GB of RAM, running Linux Ubuntu 18.04.6,
and Go version 1.20.2. The distributed experiments were conducted in CloudLab [34],
where the setup was configured with 3 to 12 server machines (active peers) and 1 client
machine (recovering/new peer), all interconnected via a 1-Gbps switched network.
We emulated a WAN environment by incorporating latencies observed in AWS regions
across Europe. The machines are equipped with eight 64-bit ARMv8 (Atlas/A57) pro-
cessors, 64 GB of RAM, running Linux Ubuntu 20.04, and Go version 1.13.8.

Performance Our initial experiments assess the performance of constructing various
trees through incremental insertions and searches within AVL* trees, Merkle B+Trees,
B+AVL trees and the Baseline tree. We compare these techniques using clusters of 256

2https://github.com/MicheleCattaneo/B_plus_AVL

https://github.com/MicheleCattaneo/B_plus_AVL
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elements while varying the overall tree size. In all experiments, each element is 512
bytes in size, with 4-byte keys.
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Figure 4.4. Performance of insert (left) and search (right) operations for all four data
structures, using trees with 512-byte elements and 256-element clusters, across varying
tree sizes. The y-axis (log scale) shows the average time to insert all elements or search
for 10% of them. Whiskers indicate standard deviation.

Figure 4.4 (left) shows the time required by the four techniques to construct trees
of five different sizes, using the same sequence of elements from a shared dataset. For
smaller trees (1K and 10K elements), the B+AVL tree performs slightly worse than the
others, followed by the B+Tree, due to B+AVL’s need to recompute all hashes in a
cluster after each insertion. While optimizing hash computation could improve this, it
would increase complexity. As tree size grows (100K and 1M elements), performance
differences between techniques diminish.

Figure 4.4 (right) shows the search performance of the four techniques when query-
ing 10% of the elements in trees of varying sizes. All techniques use the same key
sequence. For small trees, the Baseline tree performs best, while for larger trees, the
B+AVL tree outperforms the others. This is due to its contiguous memory layout within
clusters, which improves cache utilization by minimizing cache misses during search
operations. Specifically, using the Linux perf tool to collect hardware performance
counters, we observed that the B+AVL tree achieved the lowest cache miss rate of
26.7%, followed by the B+Tree that exhibited a cache miss rate of 29.0%. The AVL*
tree showed a rate of 30.6%, and the Baseline tree had the highest rate, at 33.1%.

Proof size Figure 4.5 presents the distribution of proof sizes for trees with 1 million
elements while varying the cluster sizes. The proof size for each element was measured
after all elements were inserted. The Merkle B+Tree (bottom left) exhibits a linear
increase in proof size (see also Figure 4.2 (b)). This increase occurs because proving
a value requires the hashes of all siblings for each node. Consequently, as the cluster
size grows, the number of required hashes also increases, a significant drawback for
B+Trees.
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Figure 4.5. Proof sizes (boxplots) measured on a tree with 1 million elements after all
insertions, varying the cluster sizes. Whiskers represent the minimum and maximum
values. The CDF illustrates the distribution of proof sizes for the B+AVL, AVL*, and
Baseline trees with a cluster size of 1024, revealing that B+AVL proofs have lower
variance.

In contrast, B+AVL, AVL*, and the Baseline tree exhibit much smaller proof sizes
that remain unaffected by cluster size. Additionally, the B+AVL tree demonstrates a
desirable feature of reduced variance in proof size as the cluster size increases. AVL
trees maintain balance by ensuring the height difference between children of a node
is at most one, while the length of a proof is directly proportional to the depth of the
leaf nodes, which presents some variance. In contrast, B+AVL trees build subtrees
within clusters to have a maximum depth difference of only one. This design results
in a smaller variance in proof length when considering individual clusters. As the
cluster size increases, this balanced structure exerts a greater influence on the overall
proof length, providing the B+AVL tree with a distinct advantage. This advantage
is also perceived in the cumulative distribution functions shown in the bottom right
figure, where the B+AVL tree demonstrates more consistent and shorter proof lengths
compared to the AVL* and Baseline trees.

Space efficiency In the next set of experiments, we evaluate the space efficiency of
all techniques. We define space efficiency as the ratio of the actual number of clusters
for the tree to the minimal number required in an ideal scenario. For example, a space
efficiency of 2 indicates that there are twice as many clusters as would be needed in
the optimal case. The worst-case scenario for the B+Tree and B+AVL trees is when
all clusters are half full [24], leading to space efficiency of 2. The Baseline tree (not
depicted in the plots) offers the best space efficiency, equals to 1. Therefore, we will
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Cluster size
Data

structure 16 64 256 1024 4096

AVL* 1.58 (±0.01) 1.56 (±0.01) 1.50 (±0.02) 1.51 (±0.02) 1.48 (±0.04)
B+Tree 1.42 (±0.00) 1.43 (±0.00) 1.43 (±0.06) 1.41 (±0.17) 1.40 (±0.23)
B+AVL 1.42 (±0.00) 1.44 (±0.01) 1.44 (±0.03) 1.43 (±0.13) 1.41 (±0.24)

Table 4.2. Average (and standard deviation) space efficiency of the three data structures
with varying cluster sizes.

focus our discussion on the remaining three trees.

 1

 1.2

 1.4

 1.6

 1.8

 2

 

0

25
0K

50
0K

75
0K 1M

B+AVL
B+Tree
AVL*

S
p
a
c
e

 
E
ffi
c
ie
n
c
y

Tree Size

Cluster Size: 16

 1

 1.2

 1.4

 1.6

 1.8

 2

 

0

25
0K

30
0K

50
0K

75
0K 1M

B+AVL
B+Tree
AVL*

S
p
a
c
e

 
E
ffi
c
ie
n
c
y

Tree Size

Cluster Size: 4096

 0

 0.2

 0.4

 0.6

 0.8

 1

 

0

 

50
0

 

10
00

 

15
00

 

20
00

 

25
00

 

30
00

 

35
00

 

40
96

250K
300K
500K

C
D
F

Occupancy - Cluster of size 4096

AVL*

 0

 0.2

 0.4

 0.6

 0.8

 1

 

0

 

50
0

 

10
00

 

15
00

 

20
00

 

25
00

 

30
00

 

35
00

 

40
96

250K
300K
500K

C
D
F

Occupancy - Cluster of size 4096

B+AVL

Figure 4.6. Space efficiency after inserting each element, with 16 (top left) and 4096
(top right) clusters. The x-axis shows the number of elements in the tree, and the y-axis
represents space efficiency. Cumulative distribution functions for cluster occupancy
distribution at three different points during element insertion with clusters of size 4096,
for AVL* (bottom left) and B+AVL (bottom right).

In Figure 4.6, the two plots at the top illustrate the space efficiency after each
element is inserted. The x -axis represents the number of elements in the tree, while
the y-axis depicts the space efficiency. On the left, the cluster size is set to 16, and
on the right, it is set to 4096. We observe that for small cluster sizes, all three trees
exhibit stable space efficiency as the tree grows, with the B+AVL and B+Tree showing
the best results. However, with larger cluster sizes, all trees display more unstable
space efficiency as the tree grows, especially the B+AVL and B+Tree.
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While the average space efficiency is similar across all trees with cluster size 4096
(see Table 4.2), the AVL* maintains a more consistent space efficiency compared to
the B+AVL and B+Tree, which exhibit greater fluctuations as elements are inserted.
This behavior occurs because B+Trees tend to fill all clusters before increasing their
heights, given that elements are uniformly distributed for insertion. When clusters are
nearly full (i.e., space efficiency close to one), subsequent inserts tend to cause splits,
reducing space efficiency. As most clusters split (i.e., space efficiency approaching two),
they become half full and start to fill up again. This issue does not arise with the AVL*,
since the tree height is not as closely linked to the number of clusters.

This phenomenon is also observable in the two cumulative distribution functions
at the bottom of Figure 4.6, where we measure the cluster occupancy distribution at
three different points during element insertion with clusters of size 4096. The AVL*
(bottom left) displays a more uniform cluster occupancy distribution, ranging from
half full to full at all three points. In contrast, the B+AVL (bottom right) has varying
distributions: with 300K elements, as the space efficiency approaches 2 (see the plot
on top), the distribution indicates that most clusters are nearly half full. However, with
250K and 500K elements, where space efficiency approaches the optimal, most clusters
are nearly full.

State synchronization In the distributed state synchronization experiments, we com-
pare B+AVL only to the Baseline tree, as it reflects the widely used approach in practice
(e.g., Tendermint’s AVL+) despite lacking self-verifiable clusters and requiring full re-
transfer after attacks. We exclude AVL* and B+Tree because they are either standalone
structures not used for state synchronization (B+Tree) or employ similar cluster ver-
ification to B+AVL (AVL*), thus offering comparable resilience but without B+AVL’s
space and proof efficiency.

Figure 4.7 compares the B+AVL with the Baseline tree, which builds clusters by
simply filling them as it traverses the tree, resulting in non-self-verifiable clusters. The
plots illustrate results from experiments conducted in an emulated wide-area network
with a tree containing 100K elements. The plots on the left show state synchronization
with only honest peers, while those on the right include one Byzantine. The top graphs
display the time (in milliseconds) required to transfer the entire tree with varying clus-
ter sizes and 9 peers serving clusters. The middle plots illustrate the impact of varying
the number of peers serving clusters with a cluster size of 256. The bottom graphs
depict the number of clusters sent by each technique as the cluster size varies with 9
peers serving clusters.

We observe that in the absence of attacks, the B+AVL performs slightly better than
the Baseline, despite sendingmore clusters. This advantage is attributed to the fact that
the serialization, communication, and rebuild times of the Baseline are higher than in
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Figure 4.7. State synchronization time of B+AVL and Baseline trees without attacks (left
column) and with 1 Byzantine peer (right column) for a tree of size 100K: performance
versus cluster size with 9 peers (top); performance versus number of peers with 256
clusters (middle); and the number of clusters sent during synchronization as we vary
cluster size with 9 peers (bottom).

B+AVL (Figure 4.8 left). Serialization in the Baseline tree needs traversing the entire
tree to fill up the clusters. In the B+AVL tree, clusters are directly accessible, allowing
for more efficient serialization, as the memory in each B+AVL cluster is contiguous.
Consequently, serialization can be performed with a single call per cluster, compared
to the Baseline, which requires a call for each leaf. Additionally, contiguous memory
in the B+AVL clusters improves cache performance, particularly for keys, as multiple
keys can fit into the same cache line. This efficient memory usage further speeds up the
serialization process (see also Figure 4.1). Rebuilding is also faster in the B+AVL tree
due to its streamlined structure. In the B+AVL, there is only one inner node per cluster,
whereas in the Baseline tree, there is one inner node for each leaf node. This means
the Baseline has significantly more inner nodes to rebuild, slowing down the process.
Deserialization instead takes longer in the B+AVL tree since the hash values of the
logic tree within the cluster have to be computed, in order to validate the individual
clusters. In contrast, the Baseline tree only requires the deserialization of individual
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Figure 4.8. Left: performance breakdown showing time (ms, log scale) for each phase
of state synchronization with a 100K-element tree and 256-element clusters. Right:
B+AVL and Baseline tree performance under Byzantine attack, with 100K elements
and 256-element clusters, varying the number of Byzantine peers.

leaves, making this process more straightforward and less resource-intensive.

Under Byzantine attacks, B+AVL trees enable peers to verify data integrity with
minimal computational overhead. Their small proofs allow rapid verification and the
advantage of self-verifiable clusters becomes clear. Honest peers using B+AVL trees
can quickly detect invalid data, blacklist the Byzantine peer, and refetch corrupted
clusters from another source. In contrast, the Baseline tree can only detect corruption
after downloading the entire tree, leading to much longer synchronization times and
increased data transfer. Figure 4.7 right shows that the Baseline tree can take up to
4× longer and require twice as many clusters as B+AVL.

The performance gap worsens for the Baseline tree as the number of potential
Byzantine peers increases, as shown in Figure 4.8 right, which illustrates the impact
of varying the number of Byzantine peers up to four. With more Byzantine peers, the
Baseline tree becomes increasingly inefficient, leading to longer synchronization times.
In contrast, the B+AVL tree maintains strong performance, demonstrating its superior
resilience and efficiency in managing Byzantine attacks. Interestingly, in some cases,
the B+AVL tree completes state synchronization faster in Byzantine scenarios than in
non-Byzantine ones (e.g., Figure 4.7 top with a cluster size of 16). This can happen
if the Byzantine peer is in a distant region on the network. Once blacklisted, the peer
fetches clusters only from closer peers, speeding up synchronization. This underscores
the B+AVL tree’s ability to effectively manage Byzantine peers and optimize peer se-
lection, further improving synchronization times in certain conditions.
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4.3 SVCSkipList: efficient SMR state synchronization

In this section, we discuss self-validating clustered data structures to enhance state
management and synchronization in general-purpose SMR systems. In the previous
section, we introduced the B+AVL tree, a data structure to enable efficient state vali-
dation in blockchain systems. Blockchains are a specific instance of SMR systems, in
which the state is represented as a sequence of blocks, and each block contains a set
of transactions. We now extend this concept to a more general context, and propose
to use self-validating clustered data structures in generic SMR systems. We propose
a novel data structure, the SVCSKIPLIST, a self-validating clustered skiplist, and in-
tegrate it into a well-known SMR framework, BFT-SMART [12], to enhance its state
management capabilities. In this section, we will discuss the adoption of such a struc-
ture, highlighting its potential benefits and applicability in improving SMR resilience
and performance.

4.3.1 Skiplists

A skiplist maintains a set S of ordered elements organized into a sequence of linked
lists S0, S1, S2, . . . , St . The base level S0 contains all elements of S in sorted order,
together with sentinel elements −∞ and +∞. Each higher level Si, for i ≥ 1, stores
a subset of the elements from the level immediately below, Si−1.

The method used to select elements from one level to the next defines the type
of skiplist. In the randomized variant, each element of Si−1 is independently pro-
moted to Si with a fixed probability p (typically p = 0.5). Alternatively, deterministic
skiplists [78] use fixed rules to ensure that between any two elements in Si there are
at least one and at most three elements in Si−1.

In both variants, the sentinel elements −∞ and +∞ are always promoted to
higher levels, and the number of levels t is maintained as O(log n). The top level St

contains only the sentinel elements; the node storing −∞ at this level is referred to
as the start node s.

A node in Si−1 whose element does not appear in Si is called a plateau node, whereas
a node whose element is also present in Si is called a tower node. Consequently, be-
tween any two tower nodes at the same level there exists a sequence of plateau nodes.
In deterministic skiplists, the number of plateau nodes between two tower nodes is
bounded between one and three, while in randomized skiplists the expected number
is one.

Each node in a skiplist is associated with an element of the set and participates in
two types of structural relationships (see Figure 4.9). Vertically, nodes corresponding
to the same element are linked across consecutive levels, forming a tower. Horizontally,
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S0 -∞ 12 17 20 22 25 31 38 39 44 50 55 +∞
S1 -∞ 12 17 25 31 38 44 55 +∞
S2 -∞ 17 25 31 55 +∞
S3 -∞ 17 25 55 +∞
S4 -∞ 17 +∞
S5 -∞ +∞

Figure 4.9. Example of a skiplist.

nodes within the same level are linked in sorted order, enabling traversal along that
level. Boundary cases are handled using sentinel elements, which terminate vertical
and horizontal traversals at the lowest and highest levels, respectively.

The basic skiplist operations are as follows:

• Search: To search for an element x , start from the topmost list at the leftmost
node, move right until reaching a node with key greater than or equal to x . If
equal, return it; otherwise, drop down one level and continue until reaching S0.

• Insert: First, perform a search to locate the position where x should be inserted
in S0. Then, insert x at this position in S0 and promote it to higher levels with
probability p, creating a new node and inserting it in each level traversed during
promotion.

• Delete: Perform a search to locate x . Then, remove its corresponding nodes
from all levels where it appears, updating pointers from the previous nodes ac-
cordingly.

S0 -∞ 12 17 20 22 25 31 38 39 44 50 55 +∞
S1 -∞ 12 17 25 31 38 44 55 +∞
S2 -∞ 17 25 31 55 +∞
S3 -∞ 17 25 55 +∞
S4 -∞ 17 +∞
S5 -∞ +∞

Figure 4.10. Search for element 17 in the skiplist of Figure 4.9. The nodes visited and
the links traversed are highlighted in red.

In deterministic skiplists, the search procedure is guaranteed to run in O(log n)
time. For randomized skiplists, it is well known [47] that the same procedure runs in
expected O(log n) time. With high probability, the height t of the structure is O(log n),
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and the expected number of nodes visited per level is constant. Moreover, experimental
studies [84] have shown that randomized skiplists outperform balanced tree structures
such as 2–3 trees and red–black trees in practice. In our SVCSKIPLIST implementation
detailed later, we adopt a randomized skiplist design, as it offers better performance
and simplicity compared to deterministic skiplists, while still providing logarithmic
time complexity for search, insert, and delete operations.

Self-validating clustered skiplists A skiplist can incorporate a cryptographic, collision-
resistant hashing scheme to enable self-validation (e.g., [46]). A collision-resistant
hash function h ensures it is computationally infeasible to find two distinct inputs with
the same output, thus guaranteeing data integrity. In our approach, a hash of each node
is computed using function h recursively (see Figure 4.11(a)): if a node n is in the base
level, its hash is computed directly as the digest of its data (key and value). Otherwise,
n is an internal node, and its hash is computed as the digest of the concatenation of
the hashes of all its immediate lower-level children, which are the lower-level nodes
between n’s key and its right neighbor’s key. Therefore, the value h(S0) stored at the
start node S0 is called root hash, and serves as a digest representing the entire skiplist.

While hashing schemes are a robust mechanism for data structure self-validation,
they fall short when it comes to supporting efficient state synchronization. In the de-
sign presented in [46], for instance, the entire skiplist is treated as a single entity for
validation, meaning that any state synchronization involving this data structure would
require transferring and validating the entire skiplist state. This approach, while se-
cure, is inefficient when dealing with large states or when operating in environments
prone to Byzantine faults.

We posit that, in the context of state machine replication (SMR), a self-validating
clustered data structure must meet the following constraints:

1. Deterministic Operations: All procedures for manipulating the data structure
and maintaining clusters must be deterministic, ensuring that operations are
executed consistently across all replicas.

2. Clustering: The data structure must support a clustering scheme that groups
data into subsets based on specific, deterministic criteria, ensuring efficient se-
rialization/deserialization and transfer.

3. Structural Integrity: Each cluster must preserve the essential properties of the
non-clustered version of the data structure, ensuring that fundamental opera-
tional characteristics, such as time and space complexity, are retained. This al-
lows operations within a cluster to mirror those in the original layout, preserving
correctness and efficiency.
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4. Self-Validation: The data structure as a whole, and each of its clusters, must be
self-verifiable, enabling independent cluster transmission and validation.

5. Versioning: In an SMR system, replicas may be at different states due to net-
work delays or different processing speeds. The data structure must incorporate
versioning to ensure consistency, with periodic checkpoints allowing replicas to
respond with the same state, regardless of local progress.

Such data structures enable clusters to be transferred in parallel and across multiple
replicas during a state synchronization. Moreover, if a Byzantine fault is detected in one
cluster, only that specific cluster needs to be retransmitted, rather than the entire data
structure. Upon receiving and validating all necessary clusters, the receiving replica
must be able to reconstruct the complete data structure deterministically. We ensure
that our SVCSKIPLIST design adheres to these constraints as we detail in the following
sections.

Clustering strategy We discuss two mechanisms for clustering a skiplist: static parti-
tioning and dynamic partitioning. In the following sections, we examine the key proper-
ties of each approach, highlighting their respective advantages and disadvantages, and
discussing how they impact performance, scalability, and the amount of space required
to store and manage the structure (space efficiency).

Static partitioning: A common clustering strategy is static or range partitioning. In
this approach a skiplist can be divided into fixed, independently managed segments.
Each cluster is a self-validating independent skiplist with its own root hash. To repre-
sent the entire structure, cluster root hashes can be aggregated into a single root hash
using a binary hash tree: cluster hashes form the leaves, and parent nodes recursively
hash pairs of children up to the root. However, a notable drawback of this approach
is its sensitivity to workload distribution [70]. It performs well under uniformly dis-
tributed keys, resulting in balanced clusters and efficient space usage. In contrast,
skewed workloads can cause uneven cluster sizes and data distribution, resulting in
reduced space efficiency and potentially degrading overall performance.

Dynamic partitioning: To address the limitations associated with static partitioning
techniques, we explore the concept of dynamic partitioning. In this approach, clusters
are defined by selecting a level l ≥ 1 such that the elements at level l define the cluster
roots. This technique partitions the skiplist into multiple clusters, each bounded by
elements at level l, as illustrated in Figure 4.11. Consequently, the set of nodes at level
l serves as the list of cluster roots, effectively defining the set of clusters. The number
of nodes at this level directly corresponds to the total number of clusters in the skiplist.
This approach also enables the application to specify the approximate desired clus-
ter size. Selecting higher levels results in larger clusters (e.g., Figure 4.11(a)), while
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Level l2

Cluster 0 Cluster 1 Cluster 2

Level l1

Cluster 0 Cluster 1 Cluster 4Cluster 2 Cluster 3

Level l3

Cluster 0 Cluster 1

(a)

(b)

(c)

h2 h3 h4h0

hg

h1 h2 h3 h4

ha(h0 , h1) hb(h2) hc(h3 , h4)
he(hc )hd(ha , hb )

hf  (hd , he ) hg

hi (hf  , hg )

Figure 4.11. Dynamically partitioned clustered skiplists. In (a), we use cluster 0 to
illustrate how the root node’s hash (hi) is computed as the hash of the concatenated
hashes of its children. This process applies to each cluster and is recursively performed
throughout the entire skiplist.

choosing lower levels yields smaller clusters (e.g., Figure 4.11(c)). It also supports self-
validation by computing a hash for each cluster root, allowing for independent cluster
validation.

Moreover, dynamic clustering allows clusters to reflect the actual data distribution
rather than fixed sizes, improving performance, especially when some keys are ac-
cessed more frequently. This flexibility enhances retrieval, validation, and adaptability
to varying workloads and evolving datasets.

Versioning strategy To implement versioning, copy-on-write can be used by augment-
ing each skiplist node with metadata indicating its creation or last modification version.
The skiplist evolves with its version number incremented periodically, as detailed later
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with replica checkpointing. When a replica at version v modifies the skiplist and the
affected nodes are from an older version v′ < v, it creates new copies of these nodes
(or references) labeled with v, preserving previous versions. This ensures deterministic
state synchronization since replicas may progress at different rates and hold different
views of the state. By specifying the desired version during synchronization, a replica
obtains a consistent state, while source replicas use version metadata to identify and
transmit only elements belonging to the requested version, ensuring correctness and
consistency.

4.3.2 SVCSkipList in detail

We now introduce SVCSKIPLIST, our Self-Validating Clustered SkipList with a hash-
ing scheme and a clustering mechanism for independent transfer and validation of
skiplist segments. These improvements address the inefficiencies of full-state transfer
by enabling smaller, verifiable portions of the state to be processed separately. We
present the main aspects, implementation, and some of the algorithms behind the
SVCSKIPLIST. While static partitioning offers simplicity, its limitations under skewed
workloads led us to adopt a dynamic partitioning scheme that better adapts to key
distributions and ensures balanced, efficient clustering.

Preliminar definitions Algorithm 6 defines the core components of the SVCSKIPLIST.
The global variables track system-wide parameters, such as the current version v, clus-
ter level l (i.e., the level that defines cluster boundaries), node-level generation prob-
ability p, and seed s. Our system requires that the probability p and seed s be shared
among all replicas to preserve SMR determinism. By using the same probability and
seed to generate node levels, all replicas construct identical skiplist structures for the
same sequence of operations. This guarantees that the data structure remains consis-
tent across replicas, maintaining the correctness of the replicated state. The structure
evolves over versions i, with arrays used to track different versions of the head and tail
sentinels (i.e., head[i], tail[i]), as well as the height h[i] and size n[i] (i.e., number
of elements) of each version. The head[i] node is the global head of the SVCSKIPLIST
at version i, storing the structure’s root hash for that version, which is essential for
self-validating both the entire skiplist and its individual clusters.

Elements in the SVCSKIPLIST are encapsulatedwithin self-verifiable versioned nodes
(SVNode), which maintain integrity across versions through version-aware links. Each
SVNode holds a key k, value val, and version ν, along with a hash used for verifica-
tion. Nodes use arrays to track links at different versions, with directional pointers
(i.e., left[i], right[i], up[i], down[i]) for each version i, and are assigned a level ℓ. A
deletion flag del is used to indicate the logical removal of nodes. Physical deletion is
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Algorithm 6 SVCSKIPLIST General Definitions
1: Global variables:
2: v : N {Current version}
3: p : R {Probability for level generation}
4: s : Z {Seed for deterministic level generation}
5: l : N {Cluster level to define cluster boundaries}
6: ∀i : head[i] : Array〈SVNode〉 {Head node at version i}
7: ∀i : tail[i] : Array〈SVNode〉 {Tail node at version i}
8: ∀i : h[i] : Array〈N〉 {Skiplist height at version i}
9: ∀i : n[i] : Array〈N〉 {Number of elements at version i}

10: Each SVNode has:
11: k : Z {Key}
12: val : Bytes {Value}
13: ν : N {Version of the node}
14: hash : Bytes {Hash of this node}
15: ∀i : left[i], right[i] : Array〈SVNode〉 {Directional links at}
16: ∀i : up[i], down[i] : Array〈SVNode〉 {Version i}
17: ℓ : N {Level of the node}
18: del : Bool {Deletion marker (true if logically deleted)}

19: Each Cluster has:
20: id : N {Unique cluster identifier}
21: nb : N {Number of base-level nodes}
22: kr : Z {Right key delimiter}
23: f : SVNode {First node in the cluster}
24: π : List〈Hash〉 {Proof path for authentication}

not a critical feature in evaluating our data structure and was not implemented in our
prototype. Instead, deletions are implemented by marking nodes as logically deleted,
with physical removal and garbage collection left as future enhancements.

Each Cluster encapsulates a contiguous segment of the skiplist at the base level
and contains structural and verification metadata. However, a physical Cluster object
is instantiated only upon a state synchronization request, following the procedure de-
tailed later in Algorithm 8. When a cluster object is instantiated, the field id uniquely
identifies the cluster and corresponds to its index within the list of clusters determined
by the cluster level l. The field nb records the number of base-level nodes contained
in the cluster. The delimiter kr marks the rightmost boundary key, which defines the
cluster’s key range. The pointer f references the first base-level node of the cluster. Fi-
nally, π stores the authentication proof, used during verification to ensure the integrity
of the cluster independently of the rest of the structure.

The basic operations to search, insert, and (logically) delete elements in the skiplist
are implemented based on the classic skiplist algorithms [84], extended to support
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versioning. The data structure includes a function to increment the current version,
enabling the tracking of state changes over time. Replicas produce new versions syn-
chronously at corresponding state points by applying identical sets of commands, this
ensures consistency across the system. The insert operation leverages the previously
defined parameters, such as the probability p and seed s, to deterministically assign
levels to new nodes. If the given key already exists, its associated value is updated.
During insertion, a local hash is also computed by serializing the key and value, ensur-
ing element-level integrity. Additionally, the insert operation adopts the copy-on-write
strategy described earlier for versioning: when a node is created or modified in a new
version, such as when updating its value after a version increment, a new node object is
created for the new version holding the new value, while the original node object with
the previous value is preserved in its previous version. This approach guarantees that
each version maintains a consistent and immutable snapshot of the skiplist state at the
time of creation. Such immutability will be essential later during state synchronization.

In addition, the SVCSKIPLIST provides a recursive function to compute the hashes
of nodes, enabling structural verification. This function can be invoked to compute the
hash of the entire skiplist or selectively over individual clusters, as part of the validation
process described in the following sections.

Self-validation As shown in Algorithm 7, we define the computeHashes function to
ensure verifiability across versions by computing cryptographic hashes over the ver-
sioned skiplist. The function initiates hash computation from the head node of version
i and invokes compHashRec, which recursively traverses the skiplist in a top-down
manner. For internal nodes, compHashRec collects the hashes of child nodes within a
bounded key range, concatenates them, and computes a hash of the combined value
(as demonstrated in Figure 4.11(a)). For leaf nodes, the hash is derived directly from
the serialized key and value. This recursive procedure can be used either to compute
hashes for the entire skiplist starting from the global head or to validate individual
clusters by initiating the recursion from a cluster’s head node. This unified approach
enables efficient and consistent verification across both global and cluster scopes.

Clustering To enable scalable state synchronization and modular verification, the
SVCSKIPLIST is logically partitioned into clusters with contiguous segments of base-
level nodes grouped based on structural and versioning boundaries.

Algorithm 8 details a procedure to retrieve clusters from the skiplist at a specific
version v within a specified index range [rs, re]. This range corresponds to the indices
of clusters within the list of clusters defined at level l. The need for this range is ex-
plained in the next section. The main function, getClusters, iterates over the range,
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Algorithm 7 Recursive Hash Computation
1: Func computeHashes(i : N):
2: n← head[i] {Get head node at version i}
3: compHashRec(n, i) {Recursive computation}

4: Func compHashRec(n : SVNode, i : N)→ Bytes:
5: if n.down[i] 6= ∅ then {If n in version i is an inner node}
6: if n.ri ght[i] = ∅ then {Bound-key for children}
7: r ← +∞
8: else
9: r ← n.ri ght[i].k

10: aux ← n.down[i] {Start from leftmost child}
11: L← [] {List to hold child hashes}
12: while aux 6= ∅∧ aux .k < r do {Iterate children in range}
13: L.append.(compHashRec(aux , i)) {Recursive call}
14: aux ← aux .ri ght[i] {Move to next sibling}
15: n.hash← H(

⊕
L) {Hash concat. child hashes}

16: else
17: n.hash← H(n.k, n.val) {Hash leaf node}
18: return n.hash

invoking getCluster for each cluster index. The getCluster function instantiates
a cluster for the specified version v by first locating the starting node of the cluster us-
ing findClusterStart, which retrieves the cluster root node from the list of clusters
defined by level l. It updates the right key delimiter kr which marks the cluster bound-
ary at version v, and generates a cryptographic proof π to authenticate the cluster’s
content relative to the skiplist head at that version. The function proceeds to identify
the first base-level node within the cluster through findBaseNode. Then it counts the
total number of base-level nodes nb up to the right delimiter, all at version v. Finally,
the fully initialized cluster is returned.

Each Cluster object has a dedicated function genProof to compute a compact au-
thentication proof π, which is a list of hashes, including the minimal set of hashes from
upper levels necessary to authenticate the cluster’s integrity and the SVCSKIPLIST’s root
hash (from head[v]) for the given version v. Starting from the cluster’s delimiter node,
it ascends the skiplist hierarchy, identifying at each level the necessary sibling nodes
that contribute to the hash verification path.

Each Cluster also supports serialization and reassembly, allowing conversion to
and from a compact representation suitable for transmission. Furthermore, each clus-
ter can validate its contents by using the same functions defined in Algorithm 7 for
recomputing local hashes and verifying them against the expected root hash along the
proof path.
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Algorithm 8 Retrieve Clusters in Version v
1: Func getClusters(v : N, rs : N, re : N)→ List〈Cluster〉:
2: C ← [] {List of clusters}
3: for i← rs to re do
4: c← getCluster(i, v) {Get cluster at index i and version v}
5: C .append(c)
6: return C

7: Func getCluster(id x : N, v : N)→ Cluster:
8: c← Cluster(id x) {Create cluster with given id}
9: n← findClusterStart(head[v], l, id x) {Find cluster head}

10: c.kr ← n.ri ght[v].k {Right key delimiter of cluster}
11: c.π← genProof(n, head[v], v) {Generate auth. proof}
12: c. f ← findBaseNode(n, v) {Get first base-level node in cluster}
13: c.nb ← countNodes(n, v, c.kr) {Count base-level nodes}
14: return c

State synchronization with SVCSkipList Our SVCSKIPLIST enhances the state syn-
chronization protocol of SMR libraries by enabling efficient, versioned, and authenti-
cated cluster-based transfers. The process (detailed in Algorithm 9) begins when a
replica requests a state synchronization for a specific version v. The source replica cal-
culates its range of clusters, based on its replica id and the total number of clusters in
version v, retrieves them using the cluster extraction mechanism (Algorithm 8), and
serializes each cluster’s structure, metadata, and validation data π, into a compact
format. These serialized clusters are transmitted via specialized state synchronization
channels in the SMR framework, extended to support our approach.

Upon reception, the requesting replica deserializes the received data to reconstruct
each cluster and validates it using the procedure described in Algorithm 7. Specifically,
it computes the cluster hashes using the proof structure and validates them against the
SVCSKIPLIST root hash provided inπ, ensuring correctness and preventing inconsisten-
cies. Validated clusters are accumulated in a set of received clusters. The replica con-
tinues to refetch any invalid clusters until all expected clusters are successfully received
and verified. Once the complete set of clusters is available and validated, the replica
reconstructs the SVCSKIPLIST by integrating all clusters and restoring their structural
connections.

4.3.3 Integration into BFT-SMaRt

We integrated our SVCSKIPLIST into the BFT-SMART framework [12]. This is justified
by BFT-SMART’s modular approach, which features a well-defined state management
module, a Java-based implementation, and a multicore-aware threaded architecture
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Algorithm 9 State Synchronization Procedure
1: Global variables for replica r:
2: r.receivedClusters : Set〈Cluster〉 {Set of received valid clusters}
3: r.totalClusters : N {Expected total number of clusters}
4: r.id : N {Replica id}

5: Func stateSyncRequest(v : N):
6: sendSyncRequest(v) {Replica requests state sync for version v}

7: Func processSyncRequest(v : N): {Source replica receives req.}
8: (rs, re)← clusterRange(v, r.id) {Calc. cluster index range}
9: C ← getClusters(v, rs, re) {Retrieve clusters (Algorithm 8)}

10: σ← serialize(C) {Serialize clusters and validation info π}
11: sendClusters(σ, v) {Send clusters to requesting replica}

12: Func receiveClusters(σ : Bytes, v : N):
13: C ← deserialize(σ) {Deserialize clusters and validation info π}
14: for all c ∈ C do
15: if validateCluster(c, v) then {validate each cluster separately}
16: receivedClusters.add(c) {Add valid cluster to set}
17: else
18: refetchCluster(c.id, v) {Refetch invalid cluster}
19: if |receivedClusters|= totalClusters then {Rebuild skiplist when}
20: rebuildSkiplist(receivedClusters, v) {all clusters received/valid}

that facilitates high-performance Byzantine fault-tolerant replication. To achieve this
integration, we made several modifications to the existing codebase. In this section,
we describe the key changes.

Data structure implementation We integrated our implementation of the SVCSKIPLIST
into the BFT-SMART library, exposing state manipulation operations to the application
layer. Our approach also performs checkpoints; however, while BFT-SMART’s baseline
approach creates a snapshot by serializing and copying the entire state, checkpoint-
ing in our approach means creating a new version by simply incrementing the version
number and recomputing hashes for the previous version. This design not only re-
duces checkpointing overhead, but also offloads application state management to the
replication library itself, relieving developers from manually tracking or serializing the
state.

State transfer protocol We modified the state transfer protocol to leverage the clus-
tered nature of the SVCSKIPLIST. This allows replicas to collaboratively and concur-
rently transfer separate ranges of clusters instead of the entire state, accelerating state
synchronization. Our implementation uses the procedure described in Algorithm 9.



84 4.3 SVCSkipList : efficient SMR state synchronization

Additionally, we extended the BFT-SMART framework to support state transmission
over a dedicated socket, decoupling state management communication from the con-
sensus and replica coordination channels. This enhancement benefits both the base-
line BFT-SMART standard state management module and our newmodule based on the
SVCSKIPLIST. We also addressed a limitation in BFT-SMART’s baseline implementation
that restricted state sizes to approximately 2 GB due to Java’s maximum byte array
size. By partitioning checkpoints into multiple byte arrays instead of a single one, it
now supports arbitrarily large state sizes.

Validation mechanism We implemented a mechanism that enables replicas to verify
the integrity of received clusters independently, enhancing fault tolerance and reduc-
ing reliance on consensus for validation. An SMR framework can be extended so that
replicas agree during consensus on the root hash of each version of the SVCSKIPLIST.
This root hash can then be securely shared among replicas as part of the state syn-
chronization protocol. Alternatively, a replica may initiate state synchronization by
requesting the root hash from other replicas and waiting to receive f +1 matching val-
ues, thereby ensuring consistency without modifying the consensus protocol. During
state synchronization, clusters are validated incrementally upon arrival, as detailed in
Algorithm 9. This approach contrasts with the baseline BFT-SMaRt mechanism, which
performs validation only after the entire state has been fully downloaded, necessitating
a complete re-fetch if corruption is detected.

Configuration options We added configuration options to allow users to specify pa-
rameters such as the SVCSKIPLIST’s cluster level, promotion probability, and seed.
We adopted this static configuration approach for simplicity; however, designing a
lightweight protocol for replicas to agree on a common seed—or even periodically ro-
tate it—is straightforward. Similarly, the ability to support dynamic reconfiguration of
the cluster level, adapting cluster sizes on the fly according to application demands, is
a powerful capability enabled by our data structure.

These modifications were designed to ensure our SVCSKIPLIST could be seamlessly
integrated into the existing BFT-SMART framework while providing enhanced perfor-
mance and fault tolerance through its self-validating clustered state management ca-
pabilities.

4.3.4 SVCSkipList evaluation

Rationale We compare the performance of our SVCSKIPLIST to a baseline (i.e., BFT-
SMART) technique in typical SMR deployments: replicas with independent failure
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Workload (key-value store):
RM (read-most): 80% reads, 20% updates
UH (update-heavy): 50% reads, 50% updates

Number of clients:
200, 400, ... (passed point of highest power, see Section 4.3.4)

Number of replicas:
4 and 7 replicas (1 and 2 malicious, respectively)

State size:
1 GB, 2 GB, and 4 GB

Number of clusters:
32749 (level 5), ..., 2053 (level 9), ..., 24 (level 15)

Checkpoint frequency:
each 2000 consensus instances, where
each instance can contain up to 1024 operations

Table 4.3. Parameters used in the evaluation.

modes (e.g., different availability zones [6]) within the same geographical region. The
experimental evaluation seeks to answer the following questions:

1. How do the techniques compare under normal conditions (i.e., request execution
without state synchronization)?

2. What’s the cost of checkpointing in each approach?

3. How long does it take to synchronize state without attacks?

4. How does cluster size impact state synchronization?

5. How does state synchronization impact execution?

6. How long does it take to synchronize state under attacks?

We aim to understand how techniques compare under various workloads, state
sizes, replica numbers, and cluster sizes. Table 4.3 summarizes the space of parameters
considered in our evaluation.

Preliminaries Before presenting the results of our evaluation, we describe the exper-
imental setup used to assess the performance and resilience of our approach. Here we
detail the hardware environment, the emulated public cloud configuration, the appli-
cation, and the setup of clients and replicas. We also outline key execution parameters
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Figure 4.12. Average round-trip time (RTT in milliseconds) between pairs of availability
zones used in our emulated public cloud environment.

and specific configurations of the BFT-SMART framework to ensure repeatability and
relevance to realistic deployment scenarios.

Hardware All experiments were conducted in a private cluster with machines
running Ubuntu 18.04.6 LTS with 32 GB of RAM and an AMD EPYC 7282 16-core
processor, comprising 32 hardware threads (16 cores with 2 threads per core). The
CPU operates in 64-bit mode and supports a maximum frequency of 2.8 GHz.

Emulated public cloud In this environment, we emulated the bandwidth and la-
tency of Amazon EC2 M5 instances (m5.large), a standard and cost-effective option
for practical setups, deployed in seven availability zones in Europe [6]. The maximum
network bandwidth between two machines was configured to 1 Gbps. The average
latency patterns between machines are shown in the latency heat map in Figure 4.123

and configured with 5% jitter.
Application We implemented a simple key–value store inspired by YCSB [25],

using the BFT-SMART server-side application interface. Keys are integers and values
are random byte arrays of size 1KB. To control the initial state size, the skiplist is
pre-populated with a sufficient number of key–value pairs to reach the desired state
size, ranging from 1GB to 4GB depending on the experimental scenario. Keys are
inserted sequentially in increasing order until the target state size is reached. During

3https://www.cloudping.co/

https://www.cloudping.co/
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the experiments, clients access keys following a uniform distribution.
The same application was used for the SVCSKIPLIST and the baseline setups to en-

sure a fair comparison. The key difference lies in state management: the baseline uses
BFT-SMART’s default mechanism, meaning the skiplist is managed entirely by the ap-
plication and fully serialized/deserialized during checkpointing and state installation.
In contrast, our approach integrates the SVCSKIPLIST directly into a newly designed
state management module (Section 4.3.3), leveraging its clustered and self-validating
features.

Clients We implemented client processes using BFT-SMART’s client proxy interface
to generate a mixed workload of reads and writes. Clients operate in a closed-loop
fashion, issuing each new request only after receiving a response to the previous one.
All clients and replicas were uniformly distributed across the emulated zones described
earlier.

Replicas Each replica pre-initializes its SVCSKIPLIST deterministically, ensuring
the system starts with a consistent initial state. As already mentioned, we consider
state sizes of 1GB, 2GB, and 4GB, where a proportional number of 1 KB elements
were inserted into the skiplist during initialization. Experiments were conducted using
server configurations with either four replicas (capable of tolerating up to one Byzan-
tine failure) or seven replicas (capable of tolerating up to 2 Byzantine failures). The
4-replica experiments were deployed in Frankfurt, Zurich, Milan, and Paris (see Fig-
ure 4.12), while the 7-replica experiments spanned all zones under consideration. To
simulate Byzantine faults, one or two replicas were deliberately configured to corrupt
data during state synchronization, thereby emulating malicious behavior.

Executions Experimental executions ranged from 1 to 3minutes, depending on the
specific scenario. Initial warm-up data and final termination periods were discarded
to ensure that only steady-state performance was analyzed.

BFT-SMART parameters The BFT-SMART framework was configured to operate in
Byzantine fault tolerance mode, with both the log and checkpoint mechanisms using
in-memory storage instead of disk persistence to reduce I/O overhead during experi-
mentation. Most configuration parameters were kept at their default values to preserve
standard behavior; however, some were tuned to enable support for large application
states. In particular, the checkpoint frequency was adjusted based on the size of the
state being tested, ensuring efficient operation and avoiding excessive memory con-
sumption or checkpoint delays during the experiments.

Performance under normal conditions To evaluate system performance under nor-
mal conditions, we varied the number of concurrent clients issuing operations to the
replicated service, aiming to identify saturation points and assess how our structure
handles high contention. We measured throughput and latency with a 1GB application
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state, comparing SVCSKIPLIST to the original BFT-SMART baseline under read-most
(RM) and update-heavy (UH) workloads.
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Figure 4.13. Throughput versus latency across different workloads and client counts
for both SVCSkipList and the Baseline approach.

Figure 4.13 presents the throughput (in kops, kilo operations per second) and av-
erage latency (in milliseconds). As the number of clients grows from 200 to 2000, both
techniques scale effectively, showing a consistent increase in throughput. For instance,
in the RM workload the SVCSKIPLIST achieves performance comparable to the Base-
line, with differences typically under 2% even at higher loads. These results indicate
that our approachmaintains performance comparable to the Baseline across workloads,
with minor advantages due to reduced checkpointing overhead, which helps lower the
average processing cost per request.

Based on this data, we calculate the points of highest power in the system, that
is, where the ratio of throughput divided by latency is at its maximum. This ensures
that our evaluation reflects the operational point with the best efficiency in terms of
processing cost per request. Although this does not represent the absolute maximum
throughput of the system, it indicates the inflection point where the system reaches its
peak effective throughput before latencies start to increase significantly due to queueing
effects. Hence, the points used for all subsequent experiments were chosen as follows:
for the RMworkload, 1200 clients (where throughput was around 28 kops with average
latency of 41–43 ms), and for the UH workload, 600 clients (where throughput was
around 16 kops with average latency of 36 ms).

Impact of workload Table 4.4 presents the throughput and latency for both work-
loads using a 1GB state, during normal execution. The results show that for the RM
workload, the SVCSKIPLIST achieves a slightly lower average latency (41.9 ms) com-
pared to the Baseline (43.0 ms), with similar median latencies; however, it exhibits
a notable improvement at higher percentiles. Specifically, while both systems have
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Throughput
(kops)

Latencies
(ms)

WL R# Algorithm State Avg. Avg. 50th 99th 99.9th 99.99th

RM

4 SVCSKIPLIST 1GB 26.0 41.9 39.0 81.0 646.0 1016.0
4 Baseline 1GB 25.0 43.0 40.0 67.0 1481.0 1820.0
4 SVCSKIPLIST 2GB 25.5 43.6 40.0 67.0 1335.0 1788.0
4 Baseline 2GB 24.2 47.4 41.0 70.0 2872.0 3450.0
4 SVCSKIPLIST 4GB 23.1 44.7 39.0 68.0 2440.0 3710.0
4 Baseline 4GB 16.9 60.4 41.0 309.0 6403.0 6419.0

UH 4 SVCSKIPLIST 1GB 16.1 36.2 35.0 54.0 701.0 1129.0
4 Baseline 1GB 16.2 36.6 35.0 53.0 1489.0 1828.0

RM

7 SVCSKIPLIST 1GB 9.0 132.5 129.6 198.3 849.3 929.3
7 Baseline 1GB 8.8 135.0 130.6 197.3 1538.3 1901.3
7 SVCSKIPLIST 2GB 8.8 134.0 129.6 204.0 1604.3 1698.3
7 Baseline 2GB 8.4 144.2 129.6 229.0 3486.3 3562.0

Table 4.4. Throughput and latency during normal execution in various configurations
at highest power (i.e., max throughput over latency ratio). Best throughput and latency
for each configuration in blue. SVCSkipList outperforms Baseline in almost all cases.

comparable 99th percentile latencies (81.0 ms vs. 67.0 ms), the SVCSKIPLIST ex-
hibits substantially lower tail latencies at the 99.9th and 99.99th percentiles (646.0 ms
and 1016.0 ms) compared to the Baseline (1481.0 ms and 1820.0 ms), due to its
lower checkpointing overhead (see Figure 4.14). In the UH workload, the average
and median latencies are nearly identical between the two approaches; however, the
SVCSKIPLIST again significantly reduces tail latencies. At the 99.9th percentile, SVC-
SKIPLIST reports 701.0 ms versus 1489.0 ms for the Baseline, and at the 99.99th per-
centile, 1129.0 ms compared to 1828.0 ms.

Impact of state size Table 4.4 also shows the impact of increasing state size on
system performance during normal execution. As the application state grows from
1 GB to 4 GB, with four replicas and the RM workload, the throughput of both the
SVCSKIPLIST and the Baseline techniques gradually decreases. However, the decline
is notably steeper for the Baseline: while the SVCSKIPLIST sustains throughput levels
close to 26 kops up to 2 GB and only drops to around 23 kops at 4GB, the Baseline
throughput drops from 25 kops at 1GB to just 16.9 kops at 4 GB. This suggests that
our approach handles larger states more efficiently, again due to its lower checkpointing
overhead.

Similarly, latency results show that the SVCSKIPLIST maintains more stable average
and median latencies as the state size increases. For example, the Baseline’s average
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Figure 4.14. Average time to create a checkpoint for both techniques under the RM
workload.

latency increases from 43.0 ms to 60.4 ms as state size grows from 1GB to 4GB, while
the SVCSKIPLIST grows only modestly from 41.9 ms to 44.7 ms. Furthermore, the
tail latencies of the Baseline degrade as state size grows, while the SVCSKIPLIST keeps
them significantly lower. Overall, these results indicate that our structure scales better
with state size, offering improved stability in both throughput and worst-case latency
as the system state grows.

Impact of checkpointing Figure 4.14 presents the checkpointing times for both
techniques across different state sizes, with four replicas and the RM workload, re-
ported in seconds. The results demonstrate that SVCSKIPLIST multiversioning scheme
consistently outperforms Baseline checkpoints. For instance, with a 1GB state, SVC-
SKIPLIST takes approximately 0.87 seconds versus 1.64 seconds for the Baseline, almost
halving the time. As state size increases, the benefits become more evident: for 2GB,
SVCSKIPLIST takes 1.66 seconds compared to 3.44 seconds for the Baseline, while for
4GB, checkpointing time is 3.24 seconds against 6.74 seconds. This reduction stems
from the more efficient copy-on-write multiversioning approach used in SVCSKIPLIST,
which avoids data copying overhead during checkpoint creation. It only increments
the version number and recomputes hashes, rather than serializing the entire state at
once as in the Baseline approach.

State synchronization without attack We now evaluate the state synchronization
times for the SVCSKIPLIST and Baseline techniques, measured as the time taken to
synchronize the full application state across replicas in a benign (attack-free) setting.
Since the replica executing state synchronization here is one that crashed and is re-
turning to the system, we may refer to it as the recovering replica.

For each configuration, we ran three independent experiments to collect data for
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No Attack Under Attack

R# Algorithm Avg. Min Max Avg. Min Max

4 SVCSKIPLIST 36.3 35.8 37.3 36.1 35.5 36.6
4 Baseline 39.3 37.9 41.8 51.5 48.9 56.3

7 SVCSKIPLIST 35.7 31.3 39.5 37.3 32.7 40.2
7 Baseline 44.2 39.2 51.7 103.2 90.0 121.0

Table 4.5. State synchronization time (sec) with and without attacks. Best results for
each configuration in blue.
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Figure 4.15. State synchronization time for SVCSkipList with 4 replicas under the RM
workload, shown across different cluster levels (x-axis) and cluster sizes (values above
bars).

computing average, minimum, and maximum values. Table 4.5 shows two group sizes:
4 replicas and 7 replicas. For the 4-replica configuration, SVCSKIPLIST achieved an av-
erage synchronization time of approximately 36.3 seconds, while the Baseline required
around 39.3 seconds, with the Baseline’s times ranging from 37.9 to 41.8 seconds and
SVCSKIPLIST showing more consistent performance between 35.8 and 37.3 seconds.
For the 7-replica configuration, the advantage of SVCSKIPLIST became more evident,
with an average time of 35.7 seconds compared to 44.2 seconds for the Baseline, which
also exhibited higher variability. These results indicate that our optimized state trans-
fer mechanism reduces synchronization time and improves consistency across runs,
particularly as system scale increases.

We also evaluate the impact of varying the number of clusters on state synchro-
nization time for SVCSKIPLIST, in the same setting. Results in Figure 4.15 indicate a
non-linear relationship between cluster level and synchronization time. For example,
with cluster level 5 (32,749 clusters), the average synchronization time was approx-
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Throughput
(kops)

Latencies
(ms)

WL R# Algorithm State Avg. Avg. 50th 99th 99.9th 99.99th

RM

4 SVCSKIPLIST 1GB 20.3 44.0 43.0 81.0 315.8 856.5
4 Baseline 1GB 20.1 46.2 44.0 85.3 380.3 1507.1
4 SVCSKIPLIST 2GB 21.2 50.2 46.3 152.0 981.3 1985.4
4 Baseline 2GB 21.2 54.5 51.0 143.0 766.2 2677.4
7 SVCSKIPLIST 1GB 8.1 145.2 144.3 163.6 733.3 915.7
7 Baseline 1GB 8.0 155.5 147.0 231.3 1301.3 1531.4
7 SVCSKIPLIST 2GB 8.0 145.5 144.6 174.3 934.1 1415.8
7 Baseline 2GB 8.0 155.9 146.0 162.0 1018.8 1104.4

Table 4.6. Throughput and latency during state synchronization in various configura-
tions at highest power (i.e., max throughput over latency ratio). Best throughput and
latency for each configuration in blue. SVCSkipList outperforms Baseline in almost all
cases.

imately 39.8 seconds, whereas level 9 (2,053 clusters) achieved the lowest average
time of around 36.3 seconds. Increasing the cluster level beyond this point did not
yield further improvements: level 15 (only 24 clusters) increased slightly to 37.3 sec-
onds. These findings suggest that moderate cluster granularity (such as level 9) offers
an optimal balance between metadata overhead and per-cluster transfer efficiency, re-
sulting in reduced synchronization times. Hence, the next experiments adopt level 9
as the configuration for our clustering strategy.

Figures 4.16a and 4.16b illustrate the impact of state synchronization on system
throughput for both the SVCSKIPLIST and Baseline techniques in a 4-replica configura-
tion without malicious behavior. Each plot presents the throughput of an operational
replica as well as the recovering replica over time, with the gray area indicating the
synchronization interval. During synchronization, the throughput of the operational
replica experiences a slight decline. As expected, the throughput of the recovering
replica drops to zero throughout the synchronization period. Upon completion of the
synchronization, the recovering replica exhibits a transient spike in throughput due to
the backlog of queued requests accumulated during the synchronization process. Sub-
sequently, both the operational and recovering replicas converge to throughput levels
comparable to those observed before the state transfer. The synchronization duration
is notably shorter for SVCSKIPLIST. Moreover, Table 4.6 provides additional insights.
Although the throughput of both techniques is similar during state synchronization,
SVCSKIPLIST has lower latency than the Baseline in most percentiles.
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(a) SVCSkipList, 4 replicas, no attack
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(b) Baseline, 4 replicas, no attack
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(c) SVCSkipList, 7 replicas, under attack
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Figure 4.16. Throughput over time for SVCSkipList and Baseline, showing both an
operational replica and the recovering replica, in a system with four replicas without
attacks (top) and seven replicas under attack by two Byzantine replicas (bottom). The
gray area indicates the state synchronization period.

State synchronization under attack We also investigate the behavior of state synchro-
nization under adversarial conditions. We emulate Byzantine attacks in which a faulty
replica corrupts the state before sending it during synchronization. More precisely,
the attack involves altering the value of a randomly selected key in the key-value store
before transmission. For SVCSKIPLIST, the corruption occurs within a single cluster,
which is the unit of data transmission in our design.

Table 4.5 shows the average, minimum, and maximum state synchronization times
for both approaches under attack. With four replicas (i.e., one Byzantine replica),
SVCSKIPLIST achieved an average synchronization time of approximately 36.1 sec-
onds, while the Baseline required about 51.5 seconds, also suffering higher variance.
Notably, the synchronization time of SVCSKIPLIST under attack remains equivalent to
that observed without attacks, due to it’s ability to independently validate clusters, dis-
carding only invalid ones to be promptly re-fetched, all while maintaining the parallel
transfer and validation of remaining clusters.

With seven replicas (i.e., two Byzantine replicas), SVCSKIPLIST completed syn-
chronization in an average of 37.3 seconds, whereas the Baseline approach took signif-
icantly longer, averaging 103.2 seconds, again showing higher variance. These results
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demonstrate that SVCSKIPLIST consistently outperforms the Baseline under attack sce-
narios, achieving up to 64% lower synchronization time in the seven-replica configu-
ration, while also showing more stable performance across runs.

SVCSKIPLIST demonstrates reduced synchronization times even with additional
Byzantine replicas. This is due to its design enabling parallel cluster transfers and per-
cluster self-verification, allowing honest replicas to be used concurrently and corrupted
clusters to be efficiently discarded and promptly re-fetched. In contrast, the Baseline
approach suffers a significant degradation under attacks, with synchronization time
nearly doubling in the presence of two Byzantine replicas. This results from its mono-
lithic state transfer approach, which necessitates restarting the entire synchronization
upon any corruption detection, thereby limiting scalability and resilience under Byzan-
tine faults.

Figures 4.16c and 4.16d compare the interference on system throughput for both
SVCSKIPLIST and Baseline approaches during state synchronization under attack by
two Byzantine replicas in a seven-replica configuration. The results demonstrate that
SVCSKIPLIST significantly reduces synchronization time under attack with minimal im-
pact on overall system throughput, while the Baseline incurs substantially longer syn-
chronization times, adversely affecting system performance.

4.4 Related work

To contextualize our contributions, we review related efforts across three key areas:
state synchronization in replicated systems, blockchain-based synchronization tech-
niques, and the use of skiplists as data structures. Prior research in state machine
replication—especially in Byzantine fault-tolerant (BFT) systems—has explored vari-
ous mechanisms for checkpointing, recovery, and state transfer. In parallel, blockchain
platforms have developed Merkle-based structures to support scalable and verifiable
synchronization, driven by the demands of decentralization and large-scale state. Fi-
nally, skiplists have been widely adopted in systems literature for their simplicity and
efficiency, yet their potential remains underexplored in the context of BFT state man-
agement. We discuss representative works in each domain and position our contribu-
tions in relation to them.

4.4.1 State synchronization

Improving the speed of state synchronization without the need to process the entire
transaction log has been a central focus for many Byzantine fault-tolerant state ma-
chine replication (BFT SMR) systems. Although previous work has addressed strate-
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gies for checkpointing and recovery in BFT SMR [20, 32], the use of specialized data
structures to facilitate transfer and validation remains unexplored. In [12], the au-
thors advance BFT-SMART’s checkpointing and synchronization techniques. The SMR
platform handles state as an opaque entity through application-provided functions. Se-
quential checkpointing is proposed to mitigate the performance impact during normal
operation by staggering state snapshots across replicas. While a complete snapshot is
obtained from a single replica, the missing command log is partitioned and retrieved
in parallel from multiple replicas. Additional replicas provide hashes of the state and
log segments, enabling validation.

In [18], the authors propose proactive recovery within PBFT, a seminal approach
to state organization for optimizing transfer in BFT systems. The state is structured as
a sequence of fixed-size pages, each corresponding to a leaf of a Merkle tree. Page con-
tents are opaque to the SMR platform, as they are managed by the application. Check-
points are periodically created at consensus intervals, during which replicas produce a
copy of the Merkle tree using a copy-on-write strategy. During recovery, a replica first
obtains a certified Merkle tree root (from f + 1 matching replies) for a given check-
point. It then recursively retrieves internal nodes (metadata) and leaf pages from dif-
ferent replicas. Replies include the page digests and the last checkpoint number. Once
all pages under a common parent node are collected, the parent can be verified. This
process recurses up to the root, confirming consistency for the checkpoint.

While in [18] state and metadata use different structures, [41] proposes a single
structure that combines application state and facilitates partitioning and verification:
the AVL* tree, a Merkleized AVL tree. Designed for blockchains, the AVL* tree pro-
vides key-value store functionality at the application level while organizing tree chunks
for efficient state transfer, reconstruction, and rapid validation, and also reduces the
throughput impact of checkpointing. During normal operation, updates propagate in-
crementally: when a transaction affects a chunk, only the chunk’s hash and its path
to the root are recomputed. However, to keep the AVL* balanced, nodes may move
from one chunk to another, adding complexity to the algorithms. A recovering or new
peer obtains a trusted Merkle root and the number of chunks from a subsequent block
header. The peer then downloads chunks in parallel from different peers, validating
each chunk independently by verifying its proof of inclusion against the Merkle root
and recomputing internal hashes from its leaves to the chunk root. A deterministic
reconstruction process guarantees consistent tree structures across correct peers.

Our work has some similarity with [41], which is in the context of blockchains,
however, we either optimize tree structures in terms of cache efficiency, performance,
proof sizes and space efficiency (B+AVL tree), or target generic SMR systems and use
different data structures, such as skiplists, instead of tree structures (SVCSKIPLIST),
borrowing the advantages of skiplists alreadymentioned before and opening to possible
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future algorithmic improvements based on skiplist optimizations and variations [95].
Concerns about the impact of checkpointing and fast state transfer also appear in

the crash fault-tolerant SMR literature. In [58], the authors propose using different
replicas to store parts of the state (partitions), enabling recovery to fetch different par-
titions in parallel from different replicas. The approach ensures that partition snapshots
remain consistent with respect to cross-partition commands. The logs are applied to
each partition to ensure a correct, up-to-date, and complete state. Along similar lines,
on-demand state transfer is proposed in [75]. In this approach, parts of the state are
transferred as needed by the recovering replica, which begins processing the log and
new commands without necessarily completing the installation of the entire state.

4.4.2 Blockchains

Unlike traditional SMR systems, which often deem Merkle trees too expensive or only
utilize them periodically for synchronization, many blockchain systems already lever-
age Merkle-based data structures for state storage. Today, as state sizes in blockchain
systems continue to expand, synchronizing becomes more costly. Consequently, Merkle
trees have garnered considerable attention. These trees serve a vital role in enabling
light clients, empowering them to query specific leaves efficiently and verify their in-
tegrity without the need to download the entire state or transaction history.

In Geth [43], Ethereum’s Go implementation, state synchronization involves re-
questing individual nodes of the tree. Peers are unable to anticipate the duration of
this synchronization process as they lack knowledge of the total number of nodes [45].
Since the Merkle tree is a component of the consensus rules, with Merkle roots stored
in block headers, peers can authenticate the accuracy of received nodes. However, the
performance of both requesting and providing peers is adversely affected by the small
size of nodes (less than 1 KB), their randomized distribution in the database, and the
substantial state size (tens of GBs), when nodes are requested individually.

Batching nodes of a tree could be a potential solution, yet it poses challenges in
ensuring verifiability while safeguarding honest peers against malicious attacks. For
instance, in OpenEthereum [81], snapshots are periodically created by serializing the
entire state and segmenting it into sizeable chunks, each associated with hashes pub-
lished in a manifest file. However, since the manifest isn’t integrated into the consensus
mechanism, verifying the correctness of a chunk before downloading all chunks isn’t
feasible. Thus, the successful completion of state synchronization hinges on obtaining
a correct manifest, necessitating strong assumptions like trusting a specific peer or pre-
suming a majority of connected peers to be honest. In Tendermint IAVL+ snapshots,
tree nodes are serialized and grouped into fixed-size chunks [1]. However, because
Tendermint’s block header lacks snapshot hashes, peers cannot verify chunks incre-
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mentally, underscoring the need for a tree structure with built-in chunking support.
Blockchain scalability improvements can also be classified into two main cate-

gories: on-chain and off-chain. On-chain solutions enhance the blockchain infras-
tructure itself, such as efficient consensus algorithms [60][85] and sharding [71][98].
Off-chain solutions, or “Layer-2” (L2) techniques, offload computation and storage to
reduce the load on the main blockchain (L1). Examples include State Channels [79],
and rollups [17]. zkSync Lite [64], a zero-knowledge rollup, achieves a performance
nearly 6 times faster than Ethereum.

In the context of optimizing rollup mechanisms, Sparse Merkle trees have been
adopted. In [72] the authors study the sparse Merkle tree algorithms presented in
zkSync Lite, and propose an efficient batch update algorithm to calculate a new root
hash given a list of account (leaf) operations. Using the construction in zkSync Lite
as a benchmark, their algorithm improves the account update time from O(logn) to
O(1) and reduces the batch update cost by half using a one-pass traversal. Advances in
cryptography have also introduced generalizations of Merkle trees called accumulators,
enabling O(1) proofs of set-membership and state-less blockchain clients [14].

4.4.3 Skiplists

In a comprehensive survey [95], skiplists are argued to be simple, easy to implement,
and have the same asymptotic complexity as tree-based counterparts. Experiments
comparing AVL and self-adjusting trees experimentally show that skiplists have bet-
ter search, insert, and delete performance. Seen as an alternative to balanced trees,
skiplists have become widely adopted in various systems due to their simplicity, as
they do not require re-balancing. Since the original skiplist was introduced [84], a
considerable body of optimizations has emerged, including concurrent lock-free opera-
tions, multi-versioning, and partitioning. Partitioning the skiplist can reduce its height,
thereby decreasing the number of accesses and pointer updates, as demonstrated in
[70]. This approach is generally considered simpler to implement than in tree-based
structures. Both [48] and [31] address the issue of verifying information retrieved
from a non-trusted entity. The first employs hashed skiplists, while the second uses
skiplists to store hashes of table entries maintained in a Database Management System
(DBMS). The data stored and hashes are provided by a trusted source. Users retrieving
data from the untrusted storage can verify it with the stored hashes and public infor-
mation from the source. Additionally, several key-value store implementations based
on skiplists are available.

Although skiplists have been extensively studied, the combination of versioning,
partitioning, and self-validation in a single skiplist was not found in the literature.
Furthermore, the application of skiplists to optimize state management in BFT SMR
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systems remains unexplored.

4.5 Conclusion

In this chapter, we presented two complementary data structures that address key
aspects in state machine replication under Byzantine fault tolerance. Our goal was
to improve the efficiency and robustness of state management, both in terms of what
is stored (data structure layout) and how it is synchronized (state transfer protocols).
Below, we summarize the benefits and evaluation results of each structure.

4.5.1 B+AVL tree

We addressed the challenge of efficient state transfer in blockchain systems, particu-
larly for the recovery of out-of-sync peers. While existing solutions rely on snapshots
and Merkle-based validation to avoid full transaction replay, they face limitations in
clustering efficiency and proof sizes. We proposed B+AVL trees, a novel data structure
that combines the balancing and validation strengths of AVL trees with the space ef-
ficiency of B+Trees. Unlike AVL* trees, B+AVL trees simplify cluster maintenance by
preventing leaf movement across clusters and provide more compact validation proofs
than Merkle B+Trees. Experimental results demonstrate the practical advantages of
this approach.

Table 4.7 presents a quantitative analysis of our findings. It highlights the key ad-
vantages of B+AVL trees and provides a concise summary of the results across various
metrics, comparing the performance of all techniques normalized to the Baseline tree,
with smaller values representing better performance.

In summary:

• The B+AVL tree demonstrates consistency in performance across insertion and
search operations, comparable to other tree structures. Notably, it outperforms
all other techniques in search operations with large trees, since it stores keys
contiguously within a cluster, optimizing cache utilization.

• The B+AVL tree demonstrates notably smaller Merkle proof sizes compared to
traditional B+Trees and exhibits more stable proof sizes than the AVL* tree as
the cluster size increases, as reflected in the standard deviation values for proof
sizes in Figure 4.5.

• The Baseline tree achieves the highest space efficiency by fully filling all clusters
except the last. The B+AVL, however, presents superior space efficiency com-
pared to the remaining techniques, especially evident with smaller cluster sizes.
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Baseline tree AVL* tree B+Tree B+AVL tree

Search Small tree 1 2.86 1.95 1.68
Large tree 1 1.04 0.76 0.32

Insert Small tree 1 1.10 1.64 2.05
Large tree 1 0.86 0.83 0.89

Proof size Small cluster 1 1 2.85 0.99
Large cluster 1 0.99 192.20 0.98

Space
efficiency

Small cluster 1 1.58 1.42 1.42
Large cluster 1 1.48 1.40 1.41

No Byz.
State Sync.

Small cluster 1 — — 0.97
Large cluster 1 — — 0.32
Few peers 1 — — 0.63
Many peers 1 — — 0.62

One Byz.
State Sync.

Small cluster 1 — — 0.40
Large cluster 1 — — 0.15
Few peers 1 — — 0.21
Many peers 1 — — 0.33

Many Byz.
State Sync.

1 byz. peer 1 — — 0.20
4 byz. peers 1 — — 0.04

Table 4.7. Summary of the results of our B+AVL tree for various metrics evaluated,
comparing the performance of all techniques normalized to the Baseline tree. The val-
ues represent the average performance observed across multiple experiments. Smaller
values indicate better performance. Best results shown in boldface.

While all techniques exhibit similar average space efficiency, the B+AVL and
B+Tree demonstrate more unstable variance as the tree expands (see standard
deviation values for large clusters in Table 4.2).

• In state synchronization, the B+AVL outperforms the Baseline tree in both non-
Byzantine and Byzantine settings. Its faster sync stems from efficient serial-
ization and rebuilds enabled by a compact memory layout. Under attack, self-
verifiable clusters allow rapid detection and recovery, while the Baseline suffers
from costly retries. The performance gap grows with more Byzantine nodes,
and in some cases, B+AVL performs even better under attack due to optimized
recovery paths.

4.5.2 SVCSkipList

We also introduced the concept of self-validating clustered data structures as a prin-
cipled approach to improving state management in Byzantine fault-tolerant state ma-
chine replication (BFT SMR). We instantiated this idea with the SVCSKIPLIST, a novel
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data structure that enables efficient, parallel, and independently verifiable state trans-
fer. By tightly integrating state representation and validation into the replication frame-
work, our solution addresses critical limitations of existing SMR libraries, especially in
the presence of Byzantine faults.

Execution Phase Key Benefit of SVCSKIPLIST
Normal Execution Comparable or higher throughput; significantly lower tail

latency in all workloads
Checkpointing Up to 2× faster for large states due to multiversioning
Sync (No Attack) Faster and more consistent synchronization times, espe-

cially in large replica settings
Sync (Under Attack) Up to 64% lower times thanks to parallel, cluster-based ver-

ification

Table 4.8. Summary of performance improvements achieved by SVCSkipList compared
to baseline.

We integrated our proposed SVCSKIPLIST data structure into the well-known BFT-
SMART framework and evaluated it in a wide-area network (WAN) environment. Our
evaluation demonstrates that SVCSKIPLIST provides robust performance across a range
of workloads and system sizes, offering improvements in both normal execution and
state synchronization scenarios. Table 4.8 presents a concise comparison of the perfor-
mance gains across execution phases.

In summary:

• Normal execution: Our approach, employing the SVCSKIPLIST, achieves through-
put comparable to the baseline in all configurations, and consistently higher
in larger state sizes. It maintains stable average and tail latencies, even as
state grows from 1GB to 4GB. Notably, it also outperforms the baseline in high-
percentile latencies (e.g., 99.9% and 99.99%)—reducing tail latencies by up to
60%, and exhibits more resilience to performance degradation in larger deploy-
ments (7 replicas).

• Checkpointing: Our approach reduces checkpointing times significantly thanks
to efficient multiversioning and skiplist structure, and halves checkpointing time
for large states (up to 4GB) compared to the baseline.

• State synchronization without attack: Our approach shows slightly faster and
more consistent synchronization times (e.g., 36.3s vs. 39.3s for 4 replicas), and
scales better in larger replica groups (e.g., 35.7s vs. 44.2s for 7 replicas).
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• State synchronization under Byzantine attack: It also achieves up to 64%
lower synchronization time (e.g., 37.3s vs. 103.2s with 7 replicas), and avoids
full state transfer restarts by validating clusters independently in parallel, while
the baseline suffers from cascading retries upon any detected corruption.

4.5.3 Final remarks

Together, the B+AVL tree and SVCSKIPLIST offer a principled and practical approach
to improving Byzantine-resilient state machine replication. The B+AVL tree addresses
storage and proof size limitations. Both the B+AVL tree and the SVCSKIPLIST data
structures enhance recovery and synchronization by enabling parallelism and cluster-
based verification. By integrating these designs into replication frameworks, systems
can significantly reduce performance overheads and improve resilience in adversarial
and large-scale environments.
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Chapter 5

Conclusion

This thesis addressed fundamental challenges in the design and implementation of
State Machine Replication (SMR) systems, focusing on efficient communication and
state management. Although SMR provides a powerful abstraction for building fault-
tolerant distributed systems, its performance and scalability remain limited by the costs
of its main structural components, such as replica coordination and state synchroniza-
tion. The work presented here proposed novel techniques to mitigate some of these
limitations, demonstrating that it is possible to achieve higher throughput and lower
latency without compromising correctness or dependability.

5.1 Summary of contributions

The main contributions of this thesis span two complementary dimensions: communi-
cation and state management.

• Quiescence: The introduction of a novel atomic multicast property to refinemin-
imality, ensuring correctness and performance during communication. While
minimality specifies when processes may exchange messages, quiescence indi-
cates when they should cease communication.

• FlexCast: An overlay-based and genuine atomic multicast protocol that reduces
communication overhead while preserving ordering guarantees. By leveraging
a directed acyclic graph (DAG) overlay and local ordering decisions, FlexCast
achieves lower latency and better scalability in geographically distributed envi-
ronments than state-of-the-art protocols.

• Reconfigurable FlexCast: A dynamic reconfiguration mechanism that enables
the multicast overlay to adapt to workload and network changes.

103
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• B+AVL trees: A novel data structure combining the balancing and verification
strengths of AVL trees with the compactness of B+Trees. B+AVL trees enable
efficient and verifiable state transfer by providing smaller proofs, stable perfor-
mance across workloads, and optimized memory layout.

• SVCSKIPLIST: The first realization of a self-validating clustered data structure
for general-purpose Byzantine fault-tolerant SMR. The SVCSKIPLIST supports
parallel and independently verifiable state transfer, achieving substantial per-
formance gains in throughput, checkpointing, and synchronization, even under
Byzantine conditions.

Together, these contributions advance the understanding and practical realization
of scalable and dependable replicated systems. They demonstrate how a combination of
communication and data structure optimizations can deliver measurable improvements
in latency, throughput, and recovery efficiency while maintaining strong consistency
guarantees.

5.2 Future directions

While this thesis makes substantial progress, it also opens several avenues for future ex-
ploration. These can be grouped into two main categories: (i) incremental extensions
to the current work, and (ii) broader research directions inspired by its findings.

5.2.1 Incremental extensions

• Learning-based overlay optimization: While FlexCast reconfiguration adapts
overlays to workload locality, future work could explore using AI or machine
learning to detect patterns in traffic, latency, or node reliability, and proactively
optimize the overlay. For example, a lightweight model could predict hotspots,
anticipate failures, or identify groups of replicas that would benefit from lo-
cal ordering adjustments, reducing latency and communication overhead in dy-
namic or geographically distributed deployments. Hybrid approaches that com-
bine genuine and hierarchical multicast could also be guided by such models to
further improve efficiency.

• Adaptive integration of data structures: The proposed data structures, B+AVL
trees and SVCSKIPLIST, could be integrated into existing blockchain platforms or
SMR libraries in a way that allows the system to adaptively select which structure
to use based on workload characteristics, state size, or performance require-
ments. For example, B+AVL trees could be used for compact, cache-efficient
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state updates, while SVCSKIPLIST could handle large-scale or Byzantine-resilient
state transfers. Such adaptive selection, combined with optimizations for mem-
ory management, serialization, and caching, would enable more efficient and
flexible deployment in real-world environments.

• Extending other data structures with clustering and self-validation: Beyond
B+AVL trees and SVCSKIPLIST, future work could investigate how other types
of data structures, such as graphs, tries, or hash-based indexes, could be en-
hanced with clustering, multiversioning, and self-validating mechanisms. Study-
ing these structures would allow evaluation of performance trade-offs, appli-
cability to different workloads, and resilience under Byzantine or high-latency
conditions. Such exploration could broaden the range of verifiable state man-
agement techniques for SMR and blockchain systems, and provide guidance for
workload-specific optimizations.

5.2.2 High-level research directions

Beyond the immediate extensions discussed above, this work also opens broader re-
search directions that can be pursued based on the mechanisms and insights developed
in this thesis.

• Integration with modern consensus engines: The proposed data structures for
state synchronization could also be incorporated into other widely used SMR or
blockchain frameworks, such as Tendermint [15], or HotStuff [97], to evalu-
ate their impact in realistic deployment scenarios. This would provide a deeper
understanding of how optimized multicast and verifiable state management in-
teract with existing consensus algorithms.

• Decoupling ordering and payload dissemination: Future work could explore
atomic multicast techniques that decouple the dissemination of request ordering
from the actual payload delivery. For example, a tree-based overlay could be used
to establish a consistent global order efficiently, while a complete DAG (C-DAG)
overlay could simultaneously disseminate the payload to replicas using direct
connectivity. This separation would allow each overlay to exploit its strengths,
fast ordering with minimal communication in the tree, and efficient, parallel
payload distribution in the C-DAG, potentially improving latency, throughput,
and scalability in large or geographically distributed SMR deployments.

Overall, these directions build directly upon the foundations laid by this thesis,
focusing on practical extensions that can bridge the gap between experimental research
and large-scale dependable deployments.
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5.3 Final Remarks

In conclusion, this thesis contributes both theoretical and practical advances toward
scalable, fault-tolerant replication. By rethinking how replicas communicate and man-
age state, it shows that the traditional trade-offs between performance and dependabil-
ity can be mitigated through carefully designed mechanisms. The techniques proposed
here, from overlay-based multicast to self-validating data structures, lay the ground-
work for the next generation of dependable distributed systems capable of meeting the
performance and reliability demands of modern applications.
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